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Abstract
This quantitative, nonexperimental study utilized the theory of planned behavior and elements of
the competing values framework to examine how middle management participation and
organization culture may influence employees’ security policy compliance intentions. The theory
of planned behavior has been widely used to measure behavioral intentions. The competing
values framework supports measuring relevant elements of organizational culture. A previously
validated survey instrument was used to gather the required data. Qualtrics recruited study
participants following defined parameters. Participants could not have management or
supervisory responsibilities, and they could not be part of the organization’s technology or
information security groups. All study participants were in the United States and were over 18
years, and the participants’ organizations all had more than 1,000 employees. This study used
partial least squares structural equation modeling to examine the relationships between middle
management participation, goal-orientation, rule-orientation, and employees’ security policy
compliance intentions. The findings indicated that middle management participation has a
significant effect on policy compliance intentions. Organizational culture played a less
significant role. The perceived goal and rule orientation elements of the competing values
frameworks did not significantly affect compliance intentions. Perceived goal orientation did
indicate employees were more likely to respond to a value-based approach to compliance than a
strict compliance enforcement regime. From a practical application perspective, organizations
should be mindful of the role played by an employee’s immediate manager or supervisors in
influencing security policy compliance outcomes. The study identified several opportunities for

future research. All participants were from the United States, creating an opportunity for national
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cross-cultural influences to be studied further. The study did not include an experimental
element, and reported intentions can differ from actual behaviors. Future studies could be
conducted on a longitudinal basis and examine actual employee behaviors. With the influence of
the management relationship, there is also an opportunity to explore further the development,

presence, and effect of microcultures on information security policy compliance.
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CHAPTER 1. INTRODUCTION

Today, it is difficult to imagine a world that is not digitally enabled. Instantaneous access
to information and the ubiquitous presence of connectivity-enabled devices such as smartphones,
coupled with real-time information services, online commerce, and social media, is almost taken
for granted due to the pervasiveness of their presence. Businesses and organizations are now
more dependent than ever on the information economy and the Internet to connect companies
and public sector entities with their respective customer bases.

The dimensions and rate of expansion are evident when looking at how rapidly the
information economy has grown over a relatively short period. A 2017 report by the United
Nations on the information economy brings into sharp focus the exponential growth experienced
in this market sector. For example, in 2015, information technology-related goods and services
equated to 6.5% of global gross domestic product (United Nations Conference on Trade and
Development, 2017). The worldwide trade of information technology-related goods exceeded $2
trillion, and between 2015 and 2019, a 66-fold increase in Internet traffic was forecast (United
Nations Conference on Trade and Development, 2017). However, the expansion of the
information economy has been accompanied by a proportional increase in cyber incidents and
cybercrime.

Accenture’s 2019 report on the global cost of cybercrime highlights the substantial nature
of the costs associated with cyber incidents and cybercrime. The report estimates between 2019
and 2023, losses related to direct and indirect cybercrime attacks could approximate $5.2 trillion
in lost value. The report also observed the number, cost, and impact of attacks are increasing

(Accenture, 2019). Also notable in the report is the observation that malicious software, such as

www.manaraa.com



ransomware, and insider attacks, were the fastest areas of cyberattack growth (Accenture, 2019).
The size and development of the information economy is too great an opportunity for many
organizations to ignore if they wish to remain competitive in a digitally enabled world. Still,
there is also a need to ensure their information assets are protected from information security
threats and risks.

Employees have the potential to be an information security threat or a security asset.
Employees can pose a threat to an organization’s information due to apathy towards information
security, security policy noncompliance, and operational negligence (Safa et al., 2016). In
response to information security threats, organizations implement a range of countermeasures
designed to detect and mitigate threats (Nazareth & Choi, 2015). However, a security approach
based entirely on technological countermeasures cannot adequately protect an organization’s
information (Safa et al., 2016). Effective information security requires a culture that encourages
individuals to make a positive contribution through compliance with measures set out in security
policies (D’Arcy & Teh, 2019). Policy compliance is important because there is almost no
technical countermeasure that an appropriately authorized user cannot deliberately or
inadvertently undo.

This research considers the relationship between organizational culture, the employee’s
manager/supervisor’s participation, and the employee’s behavioral intentions towards being
compliant with an organization’s information security policy. Information security policies are
an essential element of an organization’s information security approach as they provide clear
guidance regarding acceptable behaviors (Hone & Eloff, 2002). However, policies only make a

valuable security contribution if employees are compliant. This research’s intended outcome is
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an improved understanding of how the interrelationships between these elements influence an
individual’s security policy compliance intentions.
Background of the Problem

We live in a data and information-driven environment. Individuals and organizations are
more dependent on information systems than ever before, with technology and information
systems permeating almost every aspect of everyday life. Organizations are now more
dependent on information systems for their ability to service their customers than ever.
Information systems are critical to enabling organizations to meet customer expectations
regarding ease of purchase, speed of delivery, and lower costs in an almost borderless
marketplace. Information systems also play a particular role in supporting an organization’s
efforts to differentiate themselves from their competitors by creating opportunities to establish a
consumer value proposition through the use of information and information sharing services (Wu
etal., 2018).

Because of this increase in, and in some instances, total dependence on information
systems, consideration needs to be given to the risks posed by cybersecurity threats.
Organizations should carefully evaluate the potential damage from adverse cybersecurity events
when considering their current and future viability. The recent example of a severe security
breach suffered by the retailer Target is one example of such a breach’s potential consequences.
In this case, the breach resulted in the disclosure of credit card details for approximately 40
million customers and had estimated consequential losses exceeding $100 million (Pigni et al.,
2018). Other notable examples include the breach of approximately 50 million Facebook user

accounts, the ransomware attack that affected the United States city of Atlanta, the Equifax data
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breach that affected approximately 148 million consumers, the U.S. Internal Revenue Service’s
breach that affected approximately 100,000 taxpayer records, and the breaches of Yahoo’s
security, involving over 1 billion user accounts (Zhang et al., 2018). These cases bring into
sharp focus the seriousness of the threats to information systems and the potentially dire
economic and reputational consequences associated with such information system breaches.

Organizations are not oblivious to the risks posed to their information security systems.
The U.S. State of Cybercrime survey (as cited in Zhang et al., 2018), conducted in 2016, noted
that of the 400 survey respondents, 79% had experienced a security incident, and 76% were more
concerned about threats and risks to their information systems than they were in the previous
year. In response to their systems’ perceived threats, organizations are making significant
investments in information security measures. For example, in 2017, the United States
Government invested approximately $19 billion in cybersecurity (Aggarwal & Reddie, 2018)
and Gartner estimated that global investment in information security would increase from
approximately $80 billion to $93 billion in the period between 2016 to 2018 (Zhang et al., 2018).
While the level of investment in information security measures is significant, the question of
how organizations can ensure these investments deliver the desired results arises.

Numerous research papers argue that while technical countermeasures are essential,
individual users are a critical element of an organization’s security structure (Stewart & Jirjens,
2017). Numerous research papers also state that users can represent a significant security risk
(Heartfield & Loukas, 2018; Warkentin, Johnston, Shropshire, et al., 2016), primarily because it
is difficult to prevent an authorized user from performing permitted actions. In this context, the

challenge becomes how the various aspects of organizational culture and behaviors, individual
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behaviors, and technical controls interact to provide the desired level of protection. The
challenge is considerable as eliminating the end-user’s role in an information security
management structure is not practically achievable.

To address this issue, organizations have developed and put in place comprehensive
information security policies and process structures to govern user behaviors. Information
security policies are the instrument used by an organization’s leadership to describe the set of
acceptable and unacceptable behaviors and the consequential actions in the event inappropriate
behaviors (behaviors contrary to the policy) occur (Flowerday & Tuyikeze, 2016).

Reflecting on the importance of the individual’s role in securing an organization’s
information, information security policies and their effectiveness are often cited as being a
critical cornerstone of an information security management system (Bulgurcu et al., 2010;
Ifinedo, 2014; Mbowe et al., 2014; Safa, Von Solms, & Furnell, 2016). However, policies are
only effective as a security measure if individual users are compliant. Despite the supposed
importance of such policies, employees will, in some cases, deliberately attempt to ignore or
circumvent policy controls (D’Arcy & Lowry, 2019) despite the potentially negative
consequences for the individual and the organization. Questions arise regarding what factors
may positively or negatively contribute to an employee’s compliance intentions.

The extensive body of published literature that examines the reasons and motivations for
employee compliance (or noncompliance) with security policies leverages established theoretical
models to explain employee behaviors. A significant proportion of the published literature
utilizes cognitive-behavioral models (Lebek et al., 2013). One of the theories often cited in the

published literature is the theory of planned behavior (Lebek et al., 2013). This theory suggests
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an individual’s behavioral intentions are the product of their attitudes towards a behavior, the
perceived social pressure to perform or not perform a behavior, and perceived effort associated
with the behavior (Ajzen, 1985, 1991). Seminal research by Bulgurcu et al. (2010) uses this
theory as the basis for their research, as do many other information security papers. Its use in
information security research is based on broad empirical support (Lebek et al., 2013; Safa &
Von Solms, 2016), establishing its relevance through its use in published research. Another
cognitive-behavioral theory widely used in information security research is the general
deterrence theory (Straub & Welke, 1998), positing the severity of sanctions for noncompliance
can shape an individual’s behavior. Protection motivation theory shares some of what could be
considered similar characteristics to general deterrence theory. An individual’s behaviors are
shaped by their response to a fear-arousing suggestion (X. Chen et al., 2018; Rogers, 1975).
While the empirical value of these and other cognitive models and their applicability to
information security are well established in the published literature, other influencing factors
have been identified as warranting further investigation.

A contributing factor to an organization’s security posture is the role played by senior
management (Soomro et al., 2016). Top management plays a pivotal role in shaping an
organization’s culture, assuming its culture is influenced by top management and subsequently
driven down through the organization (O’Reilly et al., 2014). A logical extension of this position
is that if information security is vital to an organization, this will be reflected by top management
in their behaviors and attitudes towards information security (D’Arcy & Greene, 2014). This
observation highlights the importance of top management participation in shaping the

organization’s overall culture, including the information security culture.
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In many instances, there is an assumption that an organization’s culture cascades down
from top management and is mainly homogeneous (D’Arcy & Greene, 2014). However, there is
an alternative view of how organizational cultures can form and how this may influence an
organization’s security culture. Rather than being cascading and homogenous, some research
suggests that larger organizations’ culture may be more organic and generated within individual
groups (Boss et al., 2009; D’Arcy & Greene, 2014). In larger organizations with a stratified
management structure, and where employees may be several layers removed from top
management, a question arises of whether top management’s influence dissipates relatively to
the degree of hierarchical distance (Hu et al., 2012). Consequentially, the possibility that an
individual’s manager or supervisor’s attitudes and beliefs may play a more prominent role in
shaping an individual’s attitudes and behaviors towards compliance needs to be considered.

Hu et al. (2012) examined how employee security policy compliance intentions,
organizational culture, and top management participation were expected to be a primary
contributor; the research results did not support this. Hu et al. (2012) stated this was potentially
due to the hierarchical distance between the executive and employees. Later studies by D’Arcy
and Greene (2014) and Barton et al. (2016) also considered senior management’s role and the
connection to organizational and security culture. It noted the importance of management
participation; it also pointed out that further to the research by Hu et al. (2012), more research
was needed to understand the interrelationships between the respective elements. Other
observations included considering management participation on a more holistic basis (Soomro et
al., 2016) and organizational culture’s social aspects (Kayworth & Whitten, 2010). The cited

research illustrates a relationship between management participation, organizational culture, and
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employee compliance that are still to be explored. While the role of top management
participation has been examined in the published literature, the role of an employee’s immediate
manager or supervisor as it relates to information security is less well understood.

Supervisors play an integral role in influencing an employee’s behaviors through the
intrapersonal relationship shared due to proximity. A relationship between perceived supervisor
support and employee ethical behaviors is suggested in the research (Sguera et al., 2018). Other
published studies found a similar link to employees’ supervisory support and unethical behaviors
(Jacobs et al., 2014). This dynamic can be partially explained by the interdependent nature of
the employee and supervisor relationship. Leaders are considered role models whose behaviors
are to be emulated; essentially, culture is taught by role modeling and mentoring (Bass & Avolio,
1993; Jacobs et al., 2014). While there are potential positives associated with the supervisor and
employee relationship, if viewed through a negative lens where the supervisor operates contrary
to broader organizational values to accomplish specific tasks or outcomes, this can have a
bearing on an employee’s perceptions and behaviors (Bonner et al., 2017). The implications are
potentially broader if security management is more bottom-up than top-down (Barton et al.,
2016). D’Arcy and Greene (2014) mentioned that organizational culture is more organic and
local than uniform and homogeneous. In these circumstances, the potential ramifications for an
organization’s information security management position could be material.

The published literature that considers employee information security policy compliance
intentions using cognitive-behavioral models is considerable. It has been empirically established
that employee behaviors are influenced by several factors, including self-efficacy, subjective

norms, and an individual’s attitudes towards compliance behaviors (Bulgurcu et al., 2010;
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Ifinedo, 2012; Sommestad et al., 2014; Tsohou et al., 2015). However, what is not clear is the
relationship between organizational culture, the attitudes, and behaviors of an employee’s
supervisor/manager, and how these elements may interact and influence an individual’s policy
compliance intentions (Hu et al., 2012; Karlsson et al., 2015; Sommestad et al., 2014; Tang et al.,
2016).

This study extends previous research by Hu et al. (2012), D’Arcy and Greene (2014), and
Barton et al. (2016). It differs by examining the manager/supervisor’s role in influencing an
employee’s security policy compliance intentions. Hu et al. (2012) and D’Arcy and Greene
(2014) noted in their research that management’s contribution at different hierarchical levels
within an organization is poorly understood. This position was indirectly supported by Sguera et
al. (2018), who noted that there is only a limited number of studies investigating the role of first-
line supervisors and the influence exerted on ethical employee behaviors.

With organizations increasingly dependent on information systems for their very
livelihood and with an evolving threat and risk environment, there is a need to understand better
how the human element in an information security management framework can positively
contribute. This study seeks to contribute to the published body of knowledge by exploring the
relationships between organizational culture, manager/supervisor participation, and an
employee’s information security policy compliance intentions. This study will add to the
knowledge base that will potentially make information security frameworks more effective in

mitigating the numerous threats and risks confronting organizations and their information assets.
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Statement of the Problem

The problem is the relationship between organizational culture, manager/supervisor
participation and how they may affect employee behavioral intentions is unclear. The
information security threat and risk environment are constantly changing. Risks once thought to
be marginal, such as those posed by state actors (Lemay et al., 2018), are now a constant
presence. Because of this changing landscape, organizations need to understand the factors that
can positively or negatively influence information security outcomes. The literature identifies
organizational culture, employee cognitive behaviors, and manager/supervisory relationships as
factors that influence security policy compliance intentions.

The published literature that examines employee information security compliance
intentions shows that intentions are influenced by several factors, including self-efficacy,
subjective norms, and attitudes towards compliance behaviors (Bulgurcu et al., 2010; Ifinedo,
2012; Sommestad et al., 2014; Tsohou et al., 2015). The established body of literature has also
examined the importance of management practices, including the contribution made by top
management participation towards influencing information security outcomes (Ezingeard &
Bowen-Schrire, 2007; Kayworth & Whitten, 2010; Phillips, 2013; Singh et al., 2013; Whitman &
Mattord, 2012). The influential nature of the relationship between a supervisor and an employee
has also been established in the extant literature (Bernerth et al., 2016; Whitener et al., 1998;
Yadav & Rangnekar, 2015), but the literature does not explicitly explore the effect of the
manager/supervisor relationship on an employee’s security policy compliance intentions.

Organizational culture is sometimes assumed to be primarily influenced by the chief

executive officer (O’Reilly et al., 2014) and driven down through the organization by top

10
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management. An alternative perspective is that an organization’s culture is not necessarily the
result of a cascading effect, but it is more organic and generated within individual groups (Boss
et al., 2009; D’Arcy & Greene, 2014). Because of a relative lack of clarity regarding the role of
organizational culture and its influence on security policy compliance, it has been suggested that
further research is needed (Crossler et al., 2013) to understand better its role in the broader
security policy compliance discussion. Previous studies have examined the potential connection
between organizational culture and information security policy compliance (AlHogail & Mirza,
2014) however the precise nature of the relationship between these elements would benefit from
further research (Tang et al., 2016).

A substantial body of published literature supports organizational culture, employee
cognitive behaviors as they relate to information security policy compliance, and the influential
nature of the relationship between a manager/supervisor. Hu et al. (2012) noted in their study
that further research was needed to understand better the combined effects of these respective
elements on security policy compliance outcomes. The interrelationship between supervisory
participation and organizational culture, and the effect on behavioral intentions, is also unclear.

An organization’s ability to adequately protect its information assets could directly
impact an organization’s market position, competitive advantage, or overall viability. The
increasing breadth of the risks posed to organizations shows no signs of abating. With a need to
ensure security investments are targeted and effective, understanding the various contributing
elements that influence an organization’s security position will be essential both now and in the

future.

11
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Purpose of the Study

The purpose of this research is to analyze the relationship between organizational culture,
management/supervisor participation, and their effects on an employee’s security policy
compliance intentions. Understanding the contribution made played various organizational
elements in an information security management framework contributes to improving the
framework’s effectiveness. This study will contribute to the published body of literature by
expanding our understanding of the most influential elements. Furthermore, a better
understanding of the various organizational factors’ contribution will consequently support
improving information systems’ security.

A significant body of published research has examined employee behaviors using
cognitive-behavioral models such as the theory of planned behavior (Ajzen, 1985). This
research has made an invaluable contribution towards understanding the human behavioral
element of information security management systems. As the body of knowledge has been
progressively expanded, additional factors that could potentially influence security behaviors
have been identified. Links have been established between top management participation and
information security culture (Kayworth & Whitten, 2010; Phillips, 2013; Singh et al., 2013;
Whitman & Mattord, 2012). A smaller body of research examines the role of the
manager/supervisor participation (Bernerth et al., 2016; Whitener et al., 1998; Yadav &
Rangnekar, 2015), but the published literature does not explicitly explore the relationship
between organizational culture, an employee’s manager/supervisor, and an employee’s security

policy compliance intentions.

12
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Research on the influential nature of the relationship between first-line supervisors and
employee behaviors indicates causal links between supervisor attitudes and behaviors and
employee attitudes and behaviors (Bonner et al., 2017; Jacobs et al., 2014). The studies that
have examined this relationship are relatively small in number (Sguera et al., 2018), and they do
not consider the role of the supervisor to employee relationship in an information security
context. By examining the relationships between organizational culture, manager/supervisor
participation, and employee policy compliance intentions in an information security setting, a
positive contribution will be made towards closing an identified gap in the published literature.
It may also make a positive contribution to information security practice.

Significance of the Study

Previous research examined employee cognitive beliefs (Bulgurcu et al., 2010;
Sommestad et al., 2014; Tsohou et al., 2015), management participation and practices (Soomro
et al., 2016), and organizational culture as it relates to information security (AlHogail & Mirza,
2014; Boss et al., 2009; Crossler et al., 2013; Tang et al., 2016). However, the potential
connections between these respective elements have not been explicitly examined or tested.
Research by Hu et al. (2012), and later by D’Arcy and Greene (2014) and Barton et al. (2016),
began to examine the relationship between management participation, organizational culture, and
employee cognitive beliefs. This earlier work did make an essential contribution by establishing
a foundation for future research. There is a gap in the existing research regarding the role of
organizational culture and manager/supervisor participation, and how these elements may

influence employee security policy compliance intentions.
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This study adds to the extant body of published literature by extending the theoretical
model described by Hu et al. (2012) that examined the role of top management participation and
organizational culture by examining the effect of management/supervisor participation and
organizational culture on employee security policy compliance intentions. Previous research by
Soomro et al. (2016) calls for a broader approach to management participation in information
security and for this concept to be empirically tested. Research by Karlsson et al. (2015) on
information security culture similarly suggested that further research is needed to expand the
body of empirical data. Research conducted by Sguera et al. (2018) from the field of business
ethics identified the limited but growing number of studies on the effects of the first-line
supervisor’s actions. While not directly related to business ethics, this study’s results could
indirectly improve understanding the relationships and the associated influences between
employees and their supervisor.

Research Questions

Research Question 1: “Does perceived management/supervisor participation in
information security positively influence employee security policy compliance intentions?”

Research Question 2: “Do organizational cultural values positively influence employee
security policy intentions?”

Definition of Terms

Dutifulness. Dutifulness is an aspect of conscientiousness, and it correlates with rule

compliance behaviors (Roberts & Jackson, 2017). It has been included to prevent a confounding

effect on the model (Hu et al., 2012).
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Individual Beliefs. Based on the theory of planned behavior (Ajzen, 1985), individual
beliefs incorporate attitude, normative beliefs, and self-efficacy (controlling or influencing an
outcome).

Management/supervisor Participation. Management/supervisor participation influences
employee beliefs and attitudes, including normative and control beliefs (Hu et al., 2012).
Management participation legitimizes a commitment to security initiatives; alternatively, an
absence of management participation or priority may diminish employees’ level of attention to
information security (Albrechtsen, 2007).

Organizational Culture. Using the competing values framework developed by Quinn and
Rohrbaugh (1983), organizational culture is defined by two specific elements: goal orientation
and rule orientation (Hu et al., 2012). Goal orientation is based on rationality, accountability,
performance indicators, and accomplishment. Rule orientation is based on a hierarchical
structure that incorporates respect for authority, the rationality of processes, and the division of
work (Van Muijen et al., 1999).

Policy Compliance Intentions. Policy compliance intentions indicate an individual’s
intention to carry out a particular behavior (Ajzen, 1991). According to Ajzen (1991), intentions
are an “indication of how hard people are willing to try, or how much of an effort they are
planning to exert, to perform the behavior” (p. 181). In this instance, the intention to comply
with the organization’s security policy.

Research Design
The research design for this study is a quantitative, single-stage, non-experimental,

survey-based study. Seminal research on employee security compliance behaviors by Bulgurcu
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et al. (2010) utilized this approach, as did relevant subsequent studies by Hu et al. (2012) and
D’Arcy and Greene (2014). Literature reviews by Lebek et al. (2014), Karlsson et al. (2015),
and Sommestad et al. (2014) that examined various aspects of information security compliance
behaviors show that quantitative research models are the predominant research method used for
this type of research. The survey builds on previous research and utilizes the validated
instrument developed by Hu et al. (2012) to collect specific organizational culture and top
management participation data. A minor adjustment has been made regarding the definition of
management; for this study, it is defined as an employee’s immediate manager or supervisor
instead of top management.

Quantitative research is aligned with a post-positivist approach where it is assumed that
cause and effect relationships can be established (Creswell, 2014; Trochim, 2006). The
realist/objectivist ontology associated with the post-positive approach infers a research approach
that is detached, and where an emphasis is placed on measuring variables and testing hypothesis
through the establishment of cause and effect relationships (Tuli, 2011). The use of a survey-
based approach will enable data to be collected and analyzed to establish whether there is any
causal relationship between manager/supervisor participation, organizational culture, and an
individual’s security policy compliance intentions.

Assumptions and Limitations
Assumptions

Consistent with a post-positivist approach, quantitative research assumes that cognitive

behaviors can be both predicted and explained and that the probabilistic causes of behaviors can

be successfully identified (Antwi & Kasim, 2015). For this study, it is assumed that a survey-
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based approach combined with the research model will enable probabilistic antecedents as they
relate security policy compliance intentions in this context to be adequately measured and
quantified.

Because this study is not using observed behaviors, it is assumed that each respondent to
the questionnaire answered the questions honestly as they relate to the individual. Participants
were advised the survey was being conducted on an anonymous basis, enabling individuals to
answer questions on the understanding that a declared intent not to comply with their
organization’s security policy would remain confidential.

Limitations

This study utilized the same methodology as Hu et al. (2012) to measure the influence of
organizational culture. However, as Hu et al. (2012) observed, organizational culture by its
nature introduces a heightened degree of measurement complexity, and any measurement
framework will, consequently, impose some limitations.

Regarding data collection, the study utilizes a survey instrument that requires individuals
to self-report behavioral intentions; this, in turn, creates the risk of common method bias. The
risk of common method bias needs to be controlled to ensure survey results are not adversely
affected by issues such as social desirability, leniency bias, acquiescence, social desirability, or
the tendency to behave in a socially expected manner (Podsakoff et al., 2003). Studies that rely
on an individual stating a behavioral intention and do not subsequently validate the self-reported
behavior through observation are inherently limited because actual behaviors are not recorded

(Workman, 2008). No observed behaviors are captured or recorded as part of this study.
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Organization of the Remainder of the Study

The purpose of this study was to examine the relationship between manager/supervisor
participation, organizational culture, and an employee’s information security policy compliance
behavioral intentions. In this chapter, the background, purpose, significance, research questions,
and limitations of the study have been discussed. Chapter 2 examines the published literature
relevant to this study. Chapter 3 examines in greater detail the purpose of the study, the research
questions and associated hypotheses, the research design, the data analysis, and the ethical
considerations associated with the research. Chapter 4 discusses the results of the study,
including the sample and the testing of the respective hypotheses, and Chapter 5 discusses the
summary of the results, conclusions, limitations, the implications for theory and practice, and

suggestions for the direction of future research.
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CHAPTER 2. LITERATURE REVIEW

Modern organizations are more dependent than ever on information systems, and while
such systems can be strategically beneficial, they can also be a potential and significant
organizational risk (Lowry & Moody, 2015). Despite the extensive efforts to secure information
using technical controls and countermeasures, the human element continues to be identified as
the weakest link and the likely point of failure when considering the compromise of technical
security measures (Gratian et al., 2018). Because of the significant and expanding interest in
information security, there is a substantial body of extant literature that examines the human
factor issue from different theoretical and practical perspectives.

A literature review’s principal purpose is to examine past research, critically consider the
results, and synthesize the findings and possible alternative views (Rowe, 2014). Reviewing
previously published literature is a critical element of the research process. It provides a solid
foundation for examining and developing ideas and theories, and it enables opportunities for
further research ideas and directions to be identified (Bandara et al., 2015).

This literature review will begin by describing the methodology used to identify relevant
published research and explain its theoretical orientation supported by relevant research.
Following will be a review of the current literature, which will create a reference framework for
synthesizing the findings and identified themes. The last section of the literature review will
review and critique the reviewed research, identifying past research strengths, limitations, future

opportunities, and their contribution to this study.
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Methods of Searching

The expanding volume of the extant literature is an indicator of the importance of
information security. While this accumulation of knowledge is a sign of the field’s increasing
maturity (Pareé et al., 2015), the considerable volume of published research can present
challenges. For example, a Google Scholar search using the search term “information security”
returned approximately 3.6 million results. When considering this volume of information in the
context of a literature review, the task is to achieve a saturation level that ensures the relevant
body of research has been fully explored. In this context, a literature review achieves this
objective when content searches cease to provide new, relevant citations or do not add to the
theories, concepts, and research results already reviewed (vom Brocke et al., 2015).

The search methodologies described in previously published peer-reviewed literature
reviews were utilized as an initial reference point to ensure the body of relevant research was
fully explored. These literature reviews aided in developing search terms that would
appropriately focus the search without excluding relevant material. Past literature reviews also
provided insights into relevant research repositories, such as journals and databases, ensuring the
literature review would be comprehensive.

The literature search was focused on identifying scholarly, peer-reviewed material.
Published research papers, including past literature reviews, are the principal sources of material
that support the review, and the volume of available research material is substantial. The Capella
Library’s database and journal search facilities were used extensively for the literature search.

Online tools such as Google Scholar were also used in conjunction with general Google
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searches. However, the general searches were somewhat limited in providing useful references
for rigorously researched and validated material.
Databases
The databases searched for relevant material were:
e ABI/Inform
e ProQuest Central
e EBSCOhost
e SAGE Journals
e Computers & Applied Sciences Complete
e ScienceDirect
e Business Source Complete
In addition to these databases, Google Scholar was also leveraged as an additional source
for identifying relevant, peer-reviewed research papers. General searches were also conducted
using the Google search engine. However, this search process was limited in its effectiveness
when identifying peer-reviewed research; Google Scholar was a more effective tool for this
purpose.
Journals
The Association of Information Systems publishes a guide to what is referred to as the
Senior Scholars’ Basket of Journals (Schryen, 2015; Silic & Back, 2014). This list of journals is
compiled by senior scholars and is described by the Association for Information Systems

(https://aisnet.org/page/SeniorScholarBasket) as the principal journals in information security.
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The journal list was augmented by the addition of other journals identified as having material
relevant to this study’s interest areas.
The journals searched were:

e European Journal of Information Systems

Information Systems Journal

e Information Systems Research

e Journal of the Association for Information Systems

e Journal of Information Technology

e Journal of Management Information Systems

e Journal of Strategic Information Systems

e MIS Quarterly

e Computers & Security

e Information Management & Computer Security

e Decision Support Systems

e Journal of Information Privacy and Security
Bibliographic Mining

Reference lists in reviewed research articles are a rich source of additional material that

may not otherwise be identified in structured searches. These reference lists are a list of material
leveraged in the extant research; they provide an insight into the paths pursued by researchers
engaged in exploring related theories and concepts. The reference lists in the reviewed material

were examined in detail. Research papers identified as relevant were the subject of a specific
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search and review activity. The definitive collection of material included these results where this
material contributed to the overall literature review.
Search Terms

Search terms are the basis for ensuring that the discovery process is as comprehensive as
possible. The methods and methodologies used to develop search terms in previous information
security literature reviews were reviewed to inform the search process. This approach was
adopted as it was an opportunity to learn from the strategies used by more experienced
researchers to identify relevant databases and peer-reviewed material. In particular, several
search terms were adopted from a literature review conducted by Karlsson et al. (2015) focused
specifically on information security culture. Other search terms were added for completeness as
the content of interest is broader than that explored by Karlsson et al. (2015).

The search terms and keywords used included “information security culture”,
“information security climate”, “information security and organizational culture”, “information
security and employee behavior”, “information security and policy compliance”, “information
security culture and information security”, “information security and management participation”,
and “information security and supervisor participation”.

Searches using variations of accepted spelling, for example, organizations and
organisations, were conducted to ensure relevant material was not omitted based on the precise
spelling of search terms. Advanced search functions within the respective databases and journals
were used, as were Boolean operators (e.g., AND) to identify all relevant research material.

Searches using Google Scholar and the Google search engine also included Boolean operators.
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The search of Google Scholar and the Google search engine did not use wildcard operators due
to the sheer volume of returned results.

The final stage of the search process was the use of forwards and backward searches. A
backward search is conducted by screening the reference lists in the reviewed material (vom
Brocke et al., 2015). A forward search is conducted by looking for subsequently published
research that cites key articles (Schryen, 2015). The use of forwards and backward searches led
to identifying additional studies of interest, further contributing to the review’s completeness.

A good literature review must be comprehensive. It must identify all the relevant
research associated with the concepts and theories of interest, and it must do this in a structured
and rigorous way. In their seminal article concerning taking a structured approach to
information systems literature reviews and identifying material, Webster and Watson (2002)
propose the significant research contributions are likely to be found in the leading databases and
journals. The early identification of the Senior Scholars Basket of Journals (Silic & Back, 2014)
was advantageous when combined with in-depth searches of other relevant databases and
journals. At the end of the search process, it was apparent the point of saturation described by
vom Brocke et al. (2015) had been reached. Articles had ceased to offer up fresh, relevant
publications and citations when compared to those already found. The reviewed material has
substantially contributed to this study by creating a broad understanding of the extant research.
However, it has also confirmed that the existent research gap identified as a part of this study is
still present. The opportunity to make a positive contribution to the overall body of knowledge

remains.
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Theoretical Orientation for the Study

The use of theories in academic research serves several essential purposes. Theories
provide a reference framework for the development of reasoned arguments that, in turn, support
the justification of pursued research ideas (Stewart & Klein, 2016). Theories also guide the
researcher through the stages of the research process, from the formative stages of an idea,
through data collection and analysis, making sure ideas and approaches are structured (lyamu,
2013). Well-developed theories make a valuable contribution to research efforts by providing an
interpretive frame that enables knowledge to emerge from what might otherwise appear to be a
disorganized collection of diverse results (Damschroder, 2019). Dankasa (2015) took this
concept a step further by stating that any academic research being considered for publication
should contain a theoretical element. Dankasa (2015) also noted that research underpinned by a
sound theoretical foundation is more likely to be deemed to have made a positive contribution to
the field of study. These observations suggest that research based on a sound theoretical footing
will have a significantly greater likelihood of being structured, rigorous, and making a positive
contribution to the relevant research field.

Information systems research has leveraged a broad range of social science theories to
explore individual and organizational behaviors (Jones & Karsten, 2008). For example, general
deterrence theory has been adopted from criminology and is widely used in information security
studies (D’Arcy & Herath, 2011). The theory is based on the principle that the certainty, speed,
and severity of sanctions will influence an individual’s behavioral intentions (X. Chen et al.,

2018). A literature review by Lebek et al. (2014) that examined theories used in information
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security behavioral research identified 54 different theories, some of which had been co-opted
from the fields of sociology, criminology, and psychology.

With such a diverse range of theories used in this field, care had to be exercised when
choosing the theoretical framework for this study. The purpose of the study is to understand an
individual’s behavioral intention in a specific context. Previously published studies that
examined behavioral intentions in similar contexts provided a valid reference point and a better
understanding of the various theoretical frameworks’ mechanics and possible applicability.
Other factors considered were the constructs within the respective theoretical models and how
closely these constructs aligned to the environmental inputs of principle interest in this study. In
his paper on theories used in information systems research, lyamu (2013) noted that, in some
instances, a single theory could not provide the necessary degree of coverage, which, through
necessity, increases the use of complementary theories. This study examines several factors,
including management participation and organizational culture, that are not directly
accommodated by other behavioral theories. The need to accommodate these additional
constructs makes lyamu’s point concerning complementary theories particularly relevant.

Considering all the individual factors, two individual and organizational behavioral
theories are appropriate for this study: the theory of planned behavior (TPB) and the competing
values framework (CVF). TPB was applicable because it accommodated the concepts of
volitional control and expended effort and environmental factors such as the influence exerted
through others’ opinions and attitudes (Ajzen, 1985). In conjunction with the need to measure
the effect of proximate individuals on behavioral intentions, there is also a need to capture the

contributing effect of an organization’s culture. The CVF provides an empirically tested means
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to achieve this outcome. The framework developed by Quinn and Rohrbaugh (1983) enables
organizational effectiveness to be measured using a spatial model that considers influences such
as how flexible (or inflexible) an organization is and whether it is more focused on goals or rules.
Hu et al. (2012) utilized the CVF in their study on top management participation and security
policy compliance, citing the framework’s ability to capture an organization’s cultural
orientation and the need to integrate different theoretical frameworks. The following
summarizes the published literature that examines the TPB and the CVT to identify these
theories as appropriate for this study.

Theory of Planned Behavior (TPB)

Before TPB, the initial theory developed to describe volitional behavior was the theory of
reasoned action (Fishbein & Ajzen, 1975). This theory posits that an individual’s behavioral
intentions are a product of their attitude towards a specific behavior and subjective norms, or
their perception of attitudes towards people’s behaviors they deem important (Fishbein & Ajzen,
1975). Responding to what he believed were shortcomings in the theory of reasoned action,
Ajzen (1985) extended the theory by incorporating an individual’s perceived level of control
over a behavior into the model. Ajzen cited earlier work by Bandura (1977) on self-efficacy (the
ability to overcome perceived obstacles through effort) and its ability to influence volitional
behaviors. This extended model that incorporated the perceived behavioral control became the
TPB.

The TPB posits that an individual’s behavioral intentions are a product of an individual’s
attitude towards the behavior, subjective norms, and perceived behavioral control (Ajzen, 1991).

According to Ajzen (1991), there is a direct correlation between an individual’s perception of
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behavioral control, behavioral intention, and the ability to predict behavioral achievement. The
theory’s principle element is an individual’s intention concerning a specific behavior as
intentions capture the motivational factors, such as how much effort someone is willing to invest
in performing the behavior (Ajzen, 1991). The TPB is an empirically tested theory, its ability to
reliably explain behavioral intentions is considerable, despite the modest number of predictors
(Sommestad & Hallberg, 2013). This reliability is one of the reasons why information security
researchers have widely adopted it.

Bulgurcu et al. (2010) conducted seminal research into how employee beliefs affect
security policy compliance intentions that utilized TPB. A theory-focused literature review by
Lebek et al. (2014) found TPB to be one of the principal behavioral theories used in security
awareness research. lyamu (2013) observed that the use of complementary theories has also
proved the applicability of TPB in this context. In a study exploring security policy compliance
behaviors, Ifinedo (2012) utilized TPB in combination with protection motivation theory as they
share a common element (self-efficacy). A longitudinal study by D’Arcy and Lowry (2019)
examining cognitive-affective drivers of employee security compliance behaviors used both TPB
and rational choice theory due to their consideration of a shared effect. The outcome was how an
individual calculates cost-benefit. As this study utilizes two theories, successfully integrating
TPB with an appropriate complementary theory will contribute to establishing a sound
theoretical foundation.

Competing Values Framework (CVF)
Quinn and Rohrbaugh (1983) originally described CFV as a means of organizing the

extant literature and as an empirically derived overarching framework to support efforts to assess
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organizational effectiveness. To develop the framework, Quinn and Rohrbaugh (1983) used a
two-staged approach; an initial study comprised a small group of organizational theorists and
researchers, followed by a second more extensive group of similar composition. Using a
comparative method, Quinn and Rohrbaugh (1983) identified the central concepts of
organizational effectiveness in the form of three dimensions: (a) organizational focus, (b)
organizational structure, and (c) organizational means and ends. Organizational focus is related
to whether an organization is predominately internally or externally focused (Quinn &
Rohrbaugh, 1983). Internally focused relates to staff development; externally focused relates to
its broader development (Quinn & Rohrbaugh, 1983). The organizational structure dimension
emphasizes flexibility versus stability. The third dimension of means and ends considers
whether an organization is more focused on processes, such as planning, or more focused on
outcomes (Quinn & Rohrbaugh, 1983). Together, these value dimensions are representative of
the valued characteristics of an organization (Hartnell et al., 2011).

The original framework developed by Quinn and Rohrbaugh (1983) has been
progressively developed and refined. Van Muijen et al. (1999) simplified the spatial model by
redrawing the dimensions axes; flexibility and control, and internal and external. Within the
model, other orientations were added to illustrate the effect of the different axial positions. The
quadrant between flexibility and external indicates a focus on innovation, whereas the quadrant
between flexibility and internal indicates a focus on staff support (Van Muijen et al., 1999). This
model also reflects whether an organization is goal-oriented, or focused on accomplishment, or
rule-oriented, where the emphasis is on structure, hierarchy, and processes (Van Muijen et al.,

1999). In their study that examined the effect of top management participation and
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organizational culture, Hu et al. (2012) utilized the CVF model developed by Van Muijen et al.
(1999), focusing on the goal and rule orientation quadrants. A prior study by Chang and Lin
(2007) that examined the effect of organizational culture and security management using CVF
found that only goal and rule orientation significantly affect security outcomes. This earlier
study informed the approach taken by Hu et al. (2012), and given the methodological alignment,
the same approach is being adopted for this study.
Review of the Literature

The body of published literature that examines or considers organizational and security
culture, security policy compliance and management participation is extensive. Numerous
perspectives and positions are cited on what factors encourage or influence employee compliance
behaviors. However, in some instances, the literature is inconsistent or differs regarding the
principal factors that influence compliance intentions. Because information security draws on a
diverse range of theories (Jones & Karsten, 2008), the logical structure for exploring the
literature is by first examining the relevant seminal works. This foundation can then be built on
by logically organizing the literature using the constructs of culture, compliance, and
management participation used in this study’s research model. Using this approach,
understanding each area’s similarities or departures will be easier to read and follow.
Foundation Research

Individual behaviors and the desire to understand the drivers of behavior have been the
subject of a considerable research effort over many years. What factors influence the decision-
making process and how these can be influenced have been studied and revisited to establish and

refine theories and models that attempt to describe individual behaviors. In his seminal work,
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Simon (1955) described his behavioral model of rational choice. In this model, the concepts are
introduced of individuals evaluating possible choices, calculating a return on effort, and
determining the preferential order based on the perceived pay-off. The model of rational choice
described by Simon (1955) forms part of the general deterrence theory, which according to
Lebek et al. (2014), is one of the four most utilized theories in information security.

A different perspective on the model of rational choice was put forward by Tversky and
Kahneman (1986). Tversky and Kahneman (1986) suggested the same question framed a
different way should result in essentially the same choice being made from defined options, a
characteristic referred to as invariance. According to Tversky and Kahneman (1986), invariance
did not always hold, with choices influenced by individual norms, habits, and expectations.
Ajzen and Fishbein (1973) also explored the concept that individual perceptions regarding
people’s behavior and attitudes that are important to the individual, referred to as subjective
norms, would influence behavioral choices. The model proposed by Ajzen and Fishbein (1973)
was subsequently refined by Ajzen (1985), and throughout several iterations, it became the
theory of planned behavior. A later review of the theory by Ajzen (2011) noted the model’s
predictive power had been empirically proven over time and that it had become one of the most
frequently cited models when examining social behaviors. The behavioral models developed by
Simon (1955) and Ajzen (1985) have provided important insights into the decision-making
processes. The role played by subjective norms, perceived return, and risk versus reward
continue to be relevant. These concepts and theories have been adopted in a security context

(Lebek et al., 2014) to understand policy compliance intentions better.
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Another element of understanding user behavior is how individuals justify behaviors,
such as policy noncompliance. The neutralization techniques first described by Sykes and Matza
(1957) have found currency in the field of information security and compliance behaviors.
Initially framed in the context of juvenile delinquency, Sykes and Matza (1957) described
techniques such as denying responsibility and denying injury as a means for an individual to
rationalize abhorrent behaviors. Information security studies that have focused on employee
compliance behaviors have identified neutralization as an applicable model to explain the
rationale used to describe some aspects of noncompliant behaviors (Barlow et al., 2013, 2018;
Siponen & Vance, 2010).

Organizational culture and its role in influencing individual behaviors are also relevant to
this study. Past studies have often assumed that an organization’s culture is a direct reflection of
its senior leadership, but empirical studies supporting this position are limited (O’Reilly et al.,
2014). D’Arcy and Greene (2014) noted the assumption that organizational culture is top-down
and homogeneous. Earlier work by Smircich (1983) stated that culture is not necessarily
homogeneous and can be considered at a micro or macro level. Smircich (1983) also noted the
literature refers to organizational culture as a singular entity, marginalizing the possibility of a
multiplicity of sub-cultures or the existence of countercultures.

The seminal work by Bandura (1977) on self-efficacy and behavioral change noted the
significance of behavioral modeling and that a significant proportion of behaviors are developed
by modeling observed behaviors. The concept of behavioral modeling lends itself to a more
localized setting. In a large, stratified organization where employees may be somewhat removed

from the senior leadership, the idea of localized cultures and behaviors becomes a consideration.
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Brown and Duguid (1991) noted in their research that people in organizations function as a
community and that individuals can acquire the community’s subject views. Brown and Duguid
(1991) also noted that there is often a discrepancy between how work is described (the policy)
and what happens in practice when considering policies. The difference between policy and
practice also indicates the possible influence of localized cultures on work practices.

Early research on behavioral characteristics and aspects of organizational culture
describes the spectrum of possibilities in examining outcomes in a specific context. The seminal
works by Simon (1955), Ajzen (1985), Sykes and Matza (1957), and Bandura (1977), supported
by later work by Smircich (1983) and Brown and Duguid (1991), remains relevant and has been
adopted in later information security studies to support explaining aspects of user compliance
behaviors. The body of knowledge related to information security has expanded considerably in
the interceding period and needs to be further explored if this study is to make its contribution to
the published body of knowledge.

Organizational and Information Security Culture

Organizational culture is often described as a system of shared values that enable
individuals to understand what is important (shared norms); they also guide member attitudes
and define accepted behaviors (Detert et al., 2000). Schein (2004) defined organizational culture
as a pattern of basic assumptions learned by solving external adaptation and integration problems
in his seminal work. The solutions to these problems worked sufficiently well to be taught to
new group members as being the appropriate way to perceive, think, and feel concerning those

problems (Schein, 2004). The concept of group-shared experiences and learning, and its

33

www.manaraa.com



connection to the need for stability and meaning, differentiates Schein’s (2004) definition of
culture from broader, more generic descriptions.

Smircich (1983) noted the possibility of macro and micro-level cultures and the
possibility that cultures could compete to define specific situations within a group. D’Arcy and
Greene (2014) also mentioned the possibility of multiple cultures, noting that culture could
originate with groups (bottom-up) instead of merely cascading down from top management. A
study by Goo et al. (2014) on organizational security climates noted much of the published
literature assumed a homogeneous organizational culture and a failure to consider factors such as
social groupings and group behaviors. Y. Chen et al. (2015), in their study of security programs
and culture, also found that information security is a sub-culture influenced by the broader
organizational culture. A study by livari and Huisman (2007) on organizational culture and
systems development and deployment methodologies also stated that larger organizations do not
have a singular, homogeneous culture but instead develop a multitude of sub-cultures.

The concept of micro or localized cultures can also be found in published research that
considers group and team dynamics. In a longitudinal study of medical doctors that focused on
how the team climate influenced technology use, Liang et al. (2010) noted that relational and
positional proximity led to a shared understanding and similar behaviors among group members.
Liang et al. (2010) also noted that individuals relied on their proximate social network for
guidance on how to make sense of issues and to guide appropriate behavioral responses. The
extensively cited work on social information processing by Salancik and Pfeffer (1978) supports
this premise by stating the social environment provides a context for interpreting events and

preferred attitudes and opinions within the group. Salancik and Pfeffer (1978) also state that
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individuals will adapt their attitudes, behaviors, and beliefs to their social context by focusing on
specific information, increasing its relevance. Da Veiga and Eloff (2010) focused on developing
a framework to assess security culture; they noted that culture operates at multiple levels,
including group, individual, and organizational. Da Veiga and Eloff (2010) also noted that group
dynamics could be influenced by management but with either positive or negative effects. Citing
the seminal work by Hall (1959) on intercultural communication, in their case study of the
security culture at a merged company, Dhillon et al. (2016) noted that interaction is pivotal in the
development of culture. Dhillon et al. (2016) also noted the separation between top management
and operational teams negatively affected the authority dynamic and caused issues with regards
to task clarity. This perspective is supported by earlier work by Ruighaver et al. (2007). In their
study that examined the dimensions of security culture using the cultural dimension model
originally developed by Detert et al. (2000), Ruighaver et al. (2007) state that contextual factors
have a substantial effect on influencing individual and group behaviors. The common theme
across these respective studies is the role played by social factors, relationships, and how the
proximate contextual setting influences perceptions regarding expected and acceptable attitudes,
beliefs, and behaviors.

One of the effects of an organization’s culture is shaping employee attitudes and
perceptions at the local or macro level. In a study that examined issues associated with security
awareness and organizational change, Lacey (2010) states organizational culture is a significant
influence on individual perceptions. The degree of influence can be to the point where any
differentiation between personally held views and organizational perspectives becomes

increasingly difficult to distinguish. As Lacey (2010) describes it, “Organizational culture is an
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insidious, corrupting influence” (p. 6) that is difficult for individuals to resist. Da Veiga and
Martins (2017) examined dominant information security cultures and subcultures and found that
organizations have a dominant culture accompanied by subcultures. Da Veiga and Martins
(2017) state the dominant culture is likely to be the broadly understood set of shared values; a
subculture is likely to be formed in a smaller proximate group setting such as a department, peer
group, or geographical area. Da Veiga and Martins (2017) share an example wherein a localized
environment risk is perceived differently to head office, leading to employees circumventing or
ignoring controls such as sharing passwords. Da Veiga and Martins (2017) note that there is
limited research on why security subcultures diverge from the principal security culture and that
future research could further investigate the presence of dominant information security cultures
and subcultures. The link between organizational culture and information security behaviors was
also explored by Connolly et al. (2017) in a study that examined the relationship between
organizational culture and procedural security controls. Connolly et al. (2017) noted that while a
link between organizational culture and behaviors is the accepted convention, their literature
search only identified two conceptual studies that identified organizational culture as a strong
predictor of security-related behaviors.

The examination of organizational culture has illustrated an inextricable link to
organizational and individual behaviors and the consideration of what cultural factors positively
or negatively contribute to security-related behaviors. In a study that examined the connection
between organizational culture and security culture, Tang et al. (2016) noted there might be
inconsistencies between the definition of an information security culture and its relationship to

organizational culture. Tang et al. (2016) also noted that past studies identified security as
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principally being a management issue that required leadership. A study by Mubarak (2016) on
security frameworks in healthcare organizations supports this need for leadership, stating that
weak cultures lead to an absence of direction for employees concerning desired security
outcomes. The need for clear leadership was also supported by Flores and Ekstedt (2016) in a
study on information security and social engineering resistance factors. Flores and Ekstedt
(2016) state that strong or transformational leadership is necessary if countermeasures, such as
education and awareness, are to be effective. Barton et al. (2016) examined leadership from a
different perspective, examining the effect of senior management commitment on information
security. Barton et al. (2016) note that previous research illustrated that management
commitment to security is critical because it increases employee participation; it was also noted
that security management continues to be a primarily bottom-up driven approach.

The reference to bottom-up-driven security aligns with the cited research that identified
disparate cultures. Specifically, with the observation from D’Arcy and Greene (2014), security
culture was possibly organic and driven from the bottom-up. A study by Cox (2012) on why
security policies may be ignored by users referred to an environment where employees respond
only to the manager’s demands, regardless of their alignment or adherence to security policies.
Cox (2012) referred to this concept as “organizational narcissism” (p. 1851), linking it to the
possible formation of attitudes that imply policies and rules are not consistently applied to
individuals and groups. As a cultural consideration, the concept of an organization developing
character traits usually affiliated with individuals, such as narcissism, is interesting and not

widely considered in the published literature.
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A reflection of an organization’s culture is the policies created to establish a common
understanding of the leadership’s desired behavioral settings and outcomes. Thomson et al.
(2006) state that cultural change can only occur by altering formative attitudes and that the
management vehicle to achieve this by establishing a clear policy position. Furnell and
Thomson (2009) examined employee security acceptance using three levels of corporate culture:
artifacts or observed behaviors, espoused values that can be described in policies, and shared
tacit assumptions. Schein (2009) described these levels as a hierarchy, with artifacts being the
top layer, espoused values in the middle, and the deepest layer being shared tacit assumptions.
Policies represent espoused values but are ultimately shared tacit assumptions that translate into
practices accepted by management (Furnell & Thomson, 2009). If there is a misalignment, given
the dynamics of localized culture identified in the published literature, the effectiveness of
policies will likely be diminished. Van Niekerk and VVon Solms (2010) recognized the need to
maintain a balance in their paper that considered corporate culture and a conceptual model of
information security culture. Van Niekerk and VVon Solms (2010) noted that establishing a
security subculture was an essential contributor to managing human security factors; they also
identified a need to balance espoused values and tacit assumptions. Specifically, Van Niekerk
and Von Solms (2010) stated that employee behaviors could not be reasonably predicted if there
was an imbalance between management demands (being espoused values) and the effort or
knowledge, willingness, or capacity of the employee (tacit assumptions).

While the literature indicates a misalignment or imbalance is undesirable, there are
several reasons why this situation could conceivably arise. In their paper that investigated the

role of trust and perceptual differences related to security behaviors, Kearney and Kruger (2016)
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noted that management often assumes that everyone has or shares a common view of security.
Hedstrom et al. (2011) expressed a similar perspective, noting that security may not necessarily
be consistent across groups, mainly where conflicts arise between desirable practices and
professional beliefs, such as in the healthcare sector. A later study by Kolkowska et al. (2017)
on value-based compliance appears to be consistent with the earlier research, noting that
prioritizing rationalities was often left to individuals without any supporting guidance to assist
the process.

Security policies can only be as effective if they can be practically implemented. In their
study that examined data concerning security behaviors, Beautement et al. (2016) stated that
security policies could be formulated without considering employees’ capabilities regarding their
capacity or willingness to comply. The misalignment may result in theoretically sound policies
failing in practice, with management encouraging circumvention if they believe such policies
impede productivity (Beautement et al., 2016). Aligned to the previously cited research,
Beautement et al. (2016) also noted that organizational populations were not homogeneous.
Consequently, policies may be interpreted differently, giving rise to behavioral inconsistencies
(Beautement et al., 2016). Karlsson et al. (2017) also noted that as a means of providing
direction, theoretically, sound security policies may prove impractical, and policy designers
should be mindful of current work practices.

One way to overcome this is employee participation in policy development, as suggested
by Alshare et al. (2018). In their study that examined security policy compliance in a higher
education setting, Alshare et al. (2018) propose involving employees in the development process

to reduce the likelihood of noncompliance due to an increased perception of fairness. Research
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by Niemimaa and Niemimaa (2017) into security policy implementation expressed a similar
perspective regarding translating policies into practice. Niemimaa and Niemimaa (2017) identify
the challenge of translating global policies into a local environment and the discrepancy that
sometimes exists between the assumed simplicity of work practices and the actual complexities.
To address this, Niemimaa and Niemimaa (2017) suggest policies should be negotiated instead
of imposed and, by doing so, engaging the employees in the process. This approach begins to
shift the perception of employees being a security liability to a potential asset that can positively
contribute to improving the organization’s security posture (Albrechtsen & Hovden, 2009; Posey
etal., 2015).

Organizational culture and its logical extensions, and security culture and policies, play
an essential role in setting the environmental context when considering employee security
behaviors. The published literature shows that organizational culture is not homogeneous, nor
does it necessarily flow in a single direction (top-down). Security policies, as an extension of
organizational culture, also have environmental considerations. Like the assumptions made
regarding the homogeneity of organizational culture, policies can assume a commonly shared
viewpoint. Furthermore, the oversimplification of day-to-day work practices can make
theoretically sound policies unworkable. The literature on organizational culture provides an
important contextual setting. The logical extension is to explore the published literature for
reasons why employees voluntarily or involuntarily fail to comply with established security
policies. Seeking to understand the contributing factors associated with security policy
compliance intentions is the focus of this study, and as such, an exploration of the relevant

literature is necessary.
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Information Security Policy Compliance

The body of published literature that examines information security policy compliance
from several different perspectives is extensive, and it uses a variety of behavioral and
theoretical models. The exploration of this literature will provide a contextual framework for
this study and support an understanding of the opportunities still to be explored by future
research efforts.

The principal question posed is why employees comply, or not, with organizational
security policies and what factors influence their compliance decisions. The published literature
shows that organizational culture plays a role in this process, but it is not the sole influencing
factor. In a study that compared the security culture of employees familiar with security policies
versus those that were not, Da Veiga (2016) noted various contributing factors that influence
compliance intentions. Contributing factors included the perceived seriousness of security
threats, perceptions regarding the organization’s commitment to security, training, awareness,
and management attitudes (Da Veiga, 2016). Da Veiga (2016) did find a positive correlation
between awareness and improvements in security culture. In their study of security management
factors, Singh et al. (2014) similarly identified a range of contributing factors, including top
management support, security policies, training, awareness, and compliance monitoring.
Research by Barlow et al. (2018) on anti-neutralization measures found that traditional security
training and awareness programs are often ineffective because employees minimize the
perceived adverse consequences, often citing a higher-order outcome. Barlow et al. (2018) also
found the threat of sanctions had a limited effect on compliance intentions. Earlier research by

Barlow et al. (2013) also considered the role played by neutralization techniques and found that
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rationalizing behaviors could lead non-malicious employees to violate information security
policies, even overcoming the threat of formal sanctions. In their paper that proposed a
theoretical model that examined the effects of neutralization, Siponen and Vance (2010) suggest
its effects should be considered when developing security policies.

Another factor cited in the published research is the tension between the effort or cost to
comply versus the perceived risk of noncompliance. In a study that used the theory of planned
behavior and protection motivation theory to examine noncompliance, Karlsson et al. (2018)
found conflicts between policy compliance requirements and perceived productivity resulted in
noncompliance instances. Earlier research by Hwang et al. (2017) produced similar findings in
cases where policy compliance was considered an impediment to productivity. Hwang et al.
(2017) also found that, in such instances, employees were likely to follow the accepted norms of
their peers, including the replication of noncompliant behaviors. Research by Sharma and
Warkentin (2018) on the relationship between employment status and compliance also noted that
the perceived cost of compliance was a significant influencing factor in compliance decisions.
Somewhat offsetting this was the finding that organizational commitment positively influenced
compliance intentions (Sharma & Warkentin, 2018). Recent research by Rajab and Eydgahi
(2019) on the efficacy of behavioral models and security compliance found that perceived
efficacy, perceived vulnerability, and response cost were the best indicators of compliance
intentions among the sample group.

A variety of theories have been applied to the question of compliance. Beautement and
Sasse (2009) used microeconomic utility theory to determine an individual’s compliance effort

(budget) is finite. When the budget is nearing exhaustion, priority is given to tasks perceived to

42

www.manaraa.com



be more important (Beautement & Sasse,2009). Similarly, a qualitative study by Albrechtsen
(2007) on security compliance found that perceptions regarding elevated compliance effort
resulted in the focus being moved to what was believed to be more efficient and productive
outcomes. Albrechtsen (2007) also found that employees would often fail to execute security-
related tasks despite saying they were motivated. Besnard and Arief (2004) also found that
employees would either ignore or circumvent security rules to maximize efficiency, often
creating security risks by doing so. In a longitudinal study by Hedstrém et al. (2013) conducted
in a hospital setting, compliance effort was also identified as a primary factor. Hedstrém et al.
(2013) found that compliance decisions were essentially a means-end calculation and that
decisions to share passwords were primarily based on practical outcomes. Hedstrom et al.
(2013) also noted in their research the presence of rationality (neutralization) elements in
explaining behaviors contrary to the security policy.

The perceived cost of compliance is mentioned in the theory of planned behavior
described by Ajzen (1991). In the model, perceived cost is defined as perceived behavioral
control, which relates to the perceived ease or difficulty associated with an action or task (Ajzen,
1991). Other factors in the model are subjective norms or the views of referent people or groups
that are important to the individual, attitudes towards the behavior based on positive or negative
beliefs, and perceived consequences associated with the behavior (Ajzen, 1991). In a subsequent
study that considered the factors influencing technology use, Taylor and Todd (1995)
decomposed the theory of planned behavior by expanding the respective elements to create a
more granular model. The attitude element was extended to include perceived ease of use,

perceived usefulness, compatibility, or the alignment with past experiences, current needs, and
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the individual’s values (Taylor & Todd, 1995). Subjective norms were decomposed into two
specific elements; peer influence and supervisor’s influence (Taylor & Todd, 1995). Perceived
behavioral control was decomposed into three additional components. Self-efficacy, described
initially by Bandura (1977), is related to an individual’s perceptions of their ability (Taylor &
Todd, 1995). The other two elements completing the set are resource conditions and technology
conditions associated with the availability of resources such as time, money, and access to
information that may facilitate or constrain technology use (Taylor & Todd, 1995). These
seminal behavioral models and the respective elements, such as subjective norms, are relevant as
they support a greater understanding of compliance-related behaviors’ influences.

A study by Boss et al. (2009) examined policy compliance and perceived mandatoriness.
They found that policies developed by managers that had no line management responsibilities
may be perceived as optional due to an absence of direct authority (Boss et al., 2009). In their
study that examined security policy violation, Cheng et al. (2013) found that social pressures in
the form of subjective norms exerted a significant influence over an individual’s intention to
violate a security policy. Cheng et al. (2013) also noted that social bonds and pressures may act
as a form of informal control and that neutralization diminished the effectiveness of formal
sanctions. Using a mixed-methods approach, research by Ashenden (2018) on attitudes found
that unless attitudes are reinforced continuously, they will become ineffective over time. The
attitudes referred to by Ashenden (2018) are analogous to subjective norms. Cram et al. (2016)
explore the concept of varying forms of control, including behavioral control implemented
through management oversight and output control through monitoring an employee’s

productivity. Cram et al. (2016) also describe the concept of clan control, or control exerted
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through social dynamics that consequently influence behaviors. The concept of clan control
could be logically aligned with the subjective norm element in other behavioral models. Cram et
al. (2016) do note that one of the issues of security control research is the perspective most often
taken is that of the controller, and there is an absence of studies that consider controls designed
to create a positive sentiment such as contentment or equality.

The concept of environmental conditions, such as organizational and social connections,
influencing compliance behaviors is an important insight. The published literature also identifies
other factors and behavioral models that provide alternative perspectives and explanations.
Borena and Bélanger (2013) explore the relationship between religiosity and compliance, finding
that it may positively influence compliance by indirectly inhibiting or suppressing undesirable
compliance behaviors. In their study that examined core security behaviors, Chatterjee et al.
(2015) noted the significant utility of the theory of planned behavior when examining security-
related behaviors. Chatterjee et al. (2015) also describe a concept called opportunism, which
assumes that individuals will act in their self-interest if given the opportunity. Self-interest is
weighed against other factors such as ethical beliefs, subjective norms, and attitudes, but
perceived gain played a substantial role in the decision process (Chatterjee et al., 2015). The
concept of opportunism was also supported by Padayachee (2016), suggesting that controlling
opportunities was perhaps a more effective control measure than attempting to influence an
individual’s motives. In a survey of 124 business managers that combined protection motivation
theory and the theory of planned behavior, Ifinedo (2012) found that self-efficacy, attitude,
subjective norms, response efficacy, and perceived vulnerability contributed to compliance

intentions. Ifinedo (2012) also found that their peers’ attitudes influenced behavioral intentions
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in conjunction with an individual’s attitude. Utilizing social norms and norm activation theory,
Yazdanmehr and Wang (2016) found that personal norms influence norm-based behaviors.
Yazdanmehr and Wang (2016) also stated that over time social norms, such as those found in a
group environment, would similarly influence behaviors once they are accepted and internalized
by the individual, essentially converting them to personal norms. The concept of personal norms
was also identified in research by Safa, Von Solms, and Furnell (2016) in their study on
compliance models. Safa, Von Solms, and Furnell (2016) found that commitment and personal
norms influence an individual’s attitude; a close working relationship with supervisors and co-
workers also reduced the likelihood of injurious behaviors. Earlier research by Warkentin et al.
(2011) on the influence of informal (social) learning noted that external cues, such as verbal
support from peers and managers, could influence perceptions of self-efficacy and compliance
intentions.

While factors such as attitudes and subjective norms may influence compliance
behaviors, there is also the role played by security policies and the possibility of sanctions in the
event policies are circumvented or ignored. In a study that used deterrence theory as its
theoretical foundation, D’Arcy et al. (2009) found that increased awareness of policies combined
with compliance monitoring and the threat of sanctions influenced compliance intentions.
D’Arcy et al. (2009) also found that the perceived severity of sanctions had a more significant
effect on compliance intentions than the perceived certainty of sanctions being applied. A
quantitative study by Liang et al. (2013) using industrial companies in China as a response pool
produced a different outcome to D’Arcy et al. (2009). Liang et al. (2013) found that punishment

expectancy significantly affected compliance intentions; reward expectancy was not a significant
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factor. In their paper that examines noncompliance through the lens of moral reasoning, Myyry
et al. (2009) found preconventional reasoning, or self-interest, was a factor when considering
sanctions. Myyry et al. (2009) also stated that individuals were more likely to comply with
security policies if they believed a punishment would be applied as a result. As the published
research indicates, the threat of sanctions implies an individual’s assessment of the threat and the
possible consequence. Security researchers have also adopted this model to explore other
aspects of behavioral intentions.

Protection motivation theory was initially described by Rogers (1975). Rogers’s (1975)
theory is premised on invoking a fear response and a proportional protective response based on
“the magnitude of noxiousness of a depicted event” (p. 93), the probability of an event occurring,
and the perceived efficacy of an individual’s protective response. This theory, and similar
reactance-based behavioral models that consider the effect of threats and mitigating behaviors,
have been adopted by security researchers to investigate behavioral dynamics in different
contexts. In a study that examined dispositional and situational factors associated with
noncompliance, Johnston et al. (2016) identified two personality traits, stability, and plasticity,
that influence compliance intention. Johnston et al. (2016) describe stability and plasticity as
“meta-traits” (p. 236), with the stability meta-trait contributing to risk aversion, and the plasticity
meta-trait contributing to risk-taking when the possibility of a benefit by doing so is evident.

Research by Lowry et al. (2015) on reactance differed from other studies that found a
positive correlation between compliance the effective threat of sanctions. Lowry et al. (2015)
found a negative relationship between increasing the severity of sanctions and compliance,

noting that a deterrence approach may, in effect, be counterproductive. This result differs from
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the often-cited earlier research by Herath and Rao (2009) that did find that perceptions regarding
the threat and severity of sanctions were one of the factors that would influence compliance
behaviors. In a study that proposed a reactance-based behavioral approach, Lowry and Moody
(2015) utilized a different approach to applying sanctions. Rather than the threat of more
traditional sanctions, Lowry and Moody (2015) suggest threats concerning the removal of
personal freedoms as a means to provoke the desired protective emotional response. Conversely,
Lowry and Moody (2015) also note that a security policy that is perceived as increasing personal
freedoms is less likely to encounter resistance.

While a reactance-based model could be conceived as being a relatively blunt instrument
to motivate desirable security behaviors, studies do support its effectiveness. Later research is
refining possible models for its application. Researching user motivations, Menard et al. (2017)
found that personalizing approaches to suit an individual’s intrinsic motivations, instead of a
direct fear appeal, was more effective in encouraging positive engagement. The suggestion that
personalization may enhance effectiveness was also supported in a study by Johnston et al.
(2015) on improving the effectiveness of fear appeals. Johnston et al. (2015) state that a generic
threat, such as the threat to information, may fail to achieve the necessary degree of personal
relevance, negating its effectiveness. A further investigation of this approach by Warkentin,
Johnston, Walden, et al. (2016) using medical imaging technology that maps neurological
activity found that a fear appeal does provoke a threat assessment appraisal but not an actual fear
response. Consequentially, Warkentin, Johnston, Walden, et al. (2016) suggest the focus on
threats may be counterproductive and that an alternative approach is to make the response more

appealing, encouraging the desired behavior.
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Behavioral models such as the theory of planned behavior and deterrence theory have
made an invaluable contribution towards understanding the factors that contribute to compliance
behaviors and motivations. Building on these models is research that examines other behavioral
factors related to the information security context. A study of 369 students by Gratian et al.
(2018) examining human character traits found that characteristics such as financial risk-taking,
rational decision-making, gender, and extroversion were unique predictors of security behaviors.
In their earlier research, Hu et al. (2015) used a neurological activity mapping approach to
examine the decision-making process, specifically focusing on self-control. Hu et al. (2015)
found that study participants with lower levels of self-control had a reduced level of neural
engagement in decision-making, leading to the suggestion that screening employees for self-
control was not only practical but a positive contribution towards improved security. Research
by Vance et al. (2013), based on accountability theory, found that accountability, defined as the
pressure to justify actions to others, reduced policy noncompliance intentions. Measures
described to achieve accountability included activity audits and ensuring the user’s identifiability
(Vance et al., 2013).

The published literature that examines information security policy compliance is
extensive and identifies several factors that contribute to understanding an individual’s
compliance behaviors. Factors such as neutralization, perceived fairness of sanctions, loss of
personal freedoms, cost-benefit assessments, and low-self-control (Wall et al., 2016) can all
contribute depending on the contextual setting. A dominant element in many behavioral studies
and the supporting theoretical frameworks is the focus on an individual’s cognitive processes

(Hu et al., 2012). The published literature shows that organizational culture is also a contributing
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factor; the supervisory contribution should also be considered if a complete picture is to be
formed.
Management Participation

Previous studies have examined, and supported, the role of an organization’s top
management in fostering a positive information security environment (Barton et al., 2016; Knapp
et al., 2006; Soomro et al., 2016). However, the published literature also notes that an
organization’s culture is not necessarily homogeneous and that culture, or the set of accepted
behaviors, can be influenced by proximity (Liang et al., 2010). Cheng et al. (2013) state that
while there is a substantial body of published literature that examines formal controls,
governance at the informal level has received less attention. The exploration of the literature that
explores this proximate supervisory relationship is of interest to this study.

Leader-member exchange theory focuses explicitly on the relationship between a leader
and a subordinate or a follower (Day & Miscenko, 2016). In a healthcare sector study that
utilized leader-member exchange theory, Wayne and Green (1993) found that employee
behaviors were influenced by the relationship between the employee and the supervisor. An
example cited by Wayne and Green (1993) is an employee supporting the supervisor with their
specific responsibilities. In a literature review that examined compliance and conformity,
Cialdini and Goldstein (2004) noted that individuals who align with the opinions, attitudes, and
instructions of authority figures might realize benefits from doing so. Cialdini and Goldstein
(2004) also noted that authority figures that are considerate of employee needs are likely to see
higher behavioral compliance rates. The consideration of employee needs could conceivably

manifest in abhorrent security behaviors. Beautement et al. (2016) noted that managers might
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support security measures being ignored or circumvented if productivity was negatively affected.
The literature also established compliance costs as a factor in compliance decisions (Wall et al.,
2016).

These observations indicate it is conceivable that a supervisor could encourage
noncompliance based on expressed concerns for an individual’s workload. In their research on
the effects of management transgressions and information security, Wall and lyer (2012) note
there is limited published research on the impact of negative management actions on security
behaviors. Research by Skotnes (2015) on the effects of management commitment and systems
security in the power generation sector explored top and middle management’s commitment to
security awareness. Skotnes (2015) found that securing management commitment to security
was difficult despite employees reporting the level of management commitment to security as
being high. Skotnes (2015) noted that this discrepancy might result from complications
associated with collecting data, specifically negative data, on an employee’s immediate
supervisor. In their research on management’s tolerance of workarounds in information systems
in a healthcare setting, Roder et al. (2014) found management will tolerate workarounds if they
believe organizational policies and standards inhibit productivity. Roder et al. (2014) also found
a willingness to tolerate workarounds if there is a view the workarounds are more suited to the
immediate operational needs.

Managers and supervisors act as a referent group, affecting and shaping individual and
group normative beliefs (Goo et al., 2014). In a security policy context, Stahl et al. (2012) state
that policies are based on a power relationship dynamic that allows managers to define the scope

of security. Stahl et al. (2012) also state that this dynamic implies management has an
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inalienable right to direct subordinates’ behaviors. When examining organizational power
relationships, Kolkowska and Dhillon (2013) found a contributing noncompliance factor was a
failure to understand power relationships within the organization. Explicitly concerning
management, Kolkowska and Dhillon (2013) found management’s inability to utilize the power
of meaning effectively or effectively communicate values contributed to noncompliance
behaviors.

The importance of immediate management and supervisory relationships is also
identified in research by Dang-Pham et al. (2017a) in their study that used social network
analysis to examine security compliance. Dang-Pham et al. (2017a) noted the role of
interpersonal influences and that such influences would play out at a local or microculture level.
Dang-Pham et al. (2017a) also noted the effect of informal instructions that, again, would likely
manifest at a local level; support and persuasion cues would serve to reinforce the local
behavioral dynamic. The earlier seminal works by Bandura (1977) noted the role played by
observed behaviors. Brown and Duguid (1991) observed that people in localized environments
tend to acquire that group’s viewpoints, supporting the importance of understanding these
proximate relationships.

Research by Boh and Wong (2013) on perceived management effectiveness and
knowledge sharing made several relevant observations regarding the role of proximate
management relationships. Boh and Wong (2013) found that the action of co-workers shapes
individual perceptions. Boh and Wong (2013) also stated that employees who believe their
manager’s actions were aligned to their expectations would engage in behavioral reciprocation,

exhibiting behaviors and attitudes they believed were aligned with their supervisor’s
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expectations. The concept of a reciprocal dynamic was also identified by Sguera et al. (2018) in
their study on supervisory support for ethical or unethical behaviors. Sguera et al. (2018) found
that supervisors could influence employee behaviors through perceived support for desirable
behaviors, and because of this perceived increase in support, employees were more likely to
reciprocate. A literature review by Thomson and van Niekerk (2012) that examined information
security apathy suggested that in a prosocial environment where employees voluntarily protect
information assets, management should be able to rely on employee cooperation to protect
information assets in ambiguous scenarios. Thomson and van Niekerk (2012) state that a
positive security culture will likely emerge if all employees exhibit prosocial behaviors. The
need for all employees to exhibit this behavior is a significant dependency. The seminal work by
Jensen and Meckling (1976), which is also referred to by Xue et al. (2011), notes that employees
will often act as selfish agents, opportunistically engaging in behaviors that are contrary to the
organization’s interests.

Research by Walsh et al. (2010) on management and security culture notes that culture is
a recursive environment continually evolving based on individual and group sub-cultures. In
their research on information security influence. Dang-Pham et al. (2017b) made several
relevant observations regarding the role of managers and supervisors. Dang-Pham et al. (2017b)
noted power bases could influence the security setting, and perceptions of legitimacy are
associated with hierarchical structures. Dang-Pham et al. (2017b) also stated that proximate
interactions with supervisors and co-workers resulted in interpersonal influences.

The role of interpersonal influences and proximate relationships has been a recurring

theme in the reviewed research. As agents of the organization, supervisors have the most
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immediate and frequent contact with employees (Chan et al., 2005). Their position places them
in a unique position to influence attitudes and subjective norms, accommodating either positive
or negative security behaviors through action or acceptance (Chan et al., 2005). The reviewed
literature has also provided additional context with regards to organizational culture. The
concept of a multiplicity of cultures within an organization shares a logical connection with the
role of proximate relationships, which is relevant to this study.
Findings

The published literature that examines information security culture, policy compliance,
and management participation has identified several central themes relevant to this study.
Previous studies examining information security and culture have assumed that an organization’s
culture is monolithic and homogeneous, resulting in other environmental interrelationships being
overlooked or obscured (Ramachandran et al., 2013). Earlier, seminal research by Smircich
(1983) identified that culture could be a consequence of membership, and there is the possibility
of multiple cultures, or even countercultures, within an organization. Several studies, including
those by Goo et al. (2014), D’Arcy & Greene (2014), and Karlsson et al. (2017), support this
premise. The possibility of multiple cultures creates an opportunity for disparate security
cultures within a sufficiently large organization to emerge. It does not necessarily mean that a
microculture would necessarily exhibit misaligned security behaviors, but it does present a
variable that can be further explored.

The policy compliance literature identified several variables that were consistently
referenced. These variables, such as self-efficacy, behavioral attitudes, and the effort or cost of

compliance, were cited in studies that examined possible factors influencing security compliance
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decisions. These variables are associated with established behavioral theories, such as the theory
of planned behavior, general deterrence theory, and protection motivation theory, that are
frequently used in information security behavioral studies (Lebek et al., 2014). These variables’
importance came into focus when considering the possible relationship between these variables
and how the individual cognitive processes may be influenced by management and supervisor
relationships. Individuals that base decisions on the cost of compliance, including considering
risk versus reward elements, may factor in the possibility that noncompliant behaviors may be
implicitly or explicitly sanctioned by supervisors (Roder et al., 2014). The literature also
illustrated the connection between an individual’s cognitive process, such as that described in the
theory of planned behavior, and the influence of observed behaviors. The seminal work by
Bandura (1977) drew attention to the importance of observed behaviors in the learning process
with subsequent studies, including those by Cheng et al. (2013) and Guo et al. (2011), supporting
this position.

Several papers focused on an alternative behavioral model. The effects of neutralization
in the context of compliance provided an alternative perspective to view employee behaviors.
Barlow et al. (2018) explained how neutralization techniques could justify noncompliant
behaviors with claims to achieving a higher organizational objective. The research by Barlow et
al. (2018) was supported by earlier work by Siponen and Vance (2010) and Barlow et al. (2013).
Neutralization techniques are not the focus of this study. The chosen behavioral model is the
theory of planned behavior, but its relevance in a security context has been demonstrated in the

reviewed literature.
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With the presence of multiple cultures and the individual cognitive influences established
in the reviewed literature, the role of management participation and its possible connections to
culture and policy compliance could be viewed through a different lens. Immediate managers
and supervisors have the most proximate leadership relationship to employees (Chan et al.,
2005). The reviewed research has shown that subjective norms and associated behaviors are
influenced by authority figures and social interactions (Cialdini & Goldstein, 2004). The
proximity of immediate management, their role as an authority figure, and their ability to directly
influence and determine an acceptable work practice place them in a position of significant
influence. The role of management in supporting workarounds has also been established (Roder
et al., 2014), demonstrating the influential nature of the relationship between a supervisor and the
employee.

When considered in its entirety, the reviewed literature paints a different contextual
picture than the individual topic areas. In isolation, the published research on information
security culture describes the various contributing factors. However, and understandably due to
the research’s focused nature, more explicit connections between culture, compliance, and
management participation are not established. In a study that examined employee attitudes on
compliance, Ashenden (2018) noted that conceptual studies based on behavioral models and
theories often fail to account for the social context that influences behaviors and attitudes. A
multithreaded picture has emerged that illustrates several possible connections where
management participation elements could influence policy compliance and organizational culture

by creating a different focal point. For example, the acceptance of workarounds leading to
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policy noncompliance outcomes, which are, in turn, the result of an impractical security policy
being developed that is not reflective of the localized needs or environment.

The reviewed literature provides a valuable contextual setting for this study. Tang et al.
(2016) noted in their research on organizational and security culture that a limited number of
studies have examined the connection between organizational and security culture. In their study
on cybersecurity culture, Gcaza et al. (2017) refer to cybersecurity culture as an “ill-defined
domain” (p. 263), or one that lacks a single predominant theory that “defines the concepts,
relationships, and procedures for the domain; and providing a means to validate problem solution
or cases” (p. 263).

While not solving this particular problem, this study will extend the understanding of the
possible connections between organizational culture and its relationship to policy compliance
and management participation. The theory of planned behavior’s appropriateness as a behavioral
model for this study is supported by the literature (Chatterjee et al., 2015; Lebek et al., 2014).
This study is not all-encompassing. For example, it does not explicitly consider all possible
factors such as neutralization and its potential effects on compliance intentions. It will examine a
larger picture that has not been extensively explored in the published literature.

Critique of Previous Research Methods

The reviewed literature has provided an opportunity to consider this quantitative study’s
respective aspects in greater depth. The literature has provided insights into the research
methods employed, the sampling methodology and analytical approaches used, and the findings

that have shaped the current security compliance perspectives.
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It was observed that a significant proportion of the quantitative studies reviewed have
what could be considered as limited sample sizes. While the required statistical power was
achieved and validated in each study, the sample sizes, in some instances, were constrained or
very close to the minimal size needed to reach statistical significance. There were some notable
exceptions to this observation, such as the study by Menard et al. (2017) on user motivations and
information security and O’Reilly et al. (2014) on the CEO’s role concerning organizational
culture. A contributing factor to the limited sample sizes may be linked to the survey
distribution method. In some instances, surveys distributed by the researchers encountered poor
response rates or incomplete responses, leading to responses being set aside. This study has
addressed that problem by utilizing a professional survey entity to ensure an adequate number of
completed responses. The issue is understandable, but it does affect the possible generalizability
of the study results.

It was noted that several of the reviewed studies used highly regulated industries or
individuals with domain knowledge as the sample group. Industries such as finance, healthcare,
audit, and information technology security have either domain-relevant knowledge or are subject
to a regulatory regime that incorporates information security requirements. Studies conducted
using organizations and individuals that examine security policy compliance intentions could
encounter results that may not necessarily represent the broader user population. Supporting this
perspective, Cram et al. (2016) noted that much of the security-related research adopts the
controller’s view. In their often-cited study, Herath and Rao (2009) noted that some empirical
studies that examine the effectiveness of information security practices used either technology

professionals or top management as the principal participants. This view was supported by
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Karlsson et al. (2016), noting that a significant proportion of security research is focused
primarily on management issues. It does not suggest that such studies do not produce valuable
results or insights. However, one needs to be mindful of this aspect if highly generalizable
results are being sought.

Another observation was the assumption that an organization’s culture was homogeneous
and driven primarily by top management, overlooking the possible influences that microcultures
could exert. It was noted by Da Veiga and Martins (2017) in their observation that there has
been limited research conducted on the influence of information security subcultures. Karlsson
et al. (2015) made a similar observation, noting no identified research examined the possible
effects of different information security cultures. The potential influence of a diversity of
cultures is the lack of attention paid to social factors and influences in the published research.
Han et al. (2017) support this perspective by noting that while some studies have considered
social factors, there is not enough to build a sound theoretical understanding. Ashenden (2018)
made a similar observation that studies have failed to consider the social context element. The
omission of the concept of multiple cultures and the associated social influences potentially
overlooks important factors that influence security policy compliance behaviors.

A central element of this study is examining the effect of an organization’s culture on
security policy compliance. The reviewed research was mainly devoid of any analysis of the
connection between organizational culture and information security culture or compliance. Da
Veiga and Eloff (2010) noted the relationship between organizational culture and organizational
behavior was poorly understood. Connolly et al. (2017) noted that when reviewing the published

literature for their study into security and organizational culture, only two conceptual papers
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could be identified that identified organizational culture as a predictor of compliance behaviors.
Tang et al. (2016) also noted that few studies examine organizational and information security
culture. This study explicitly examines the relationship between an organization’s culture and an
individual’s security policy compliance intentions, in doing so, hopefully making a positive
contribution to broadening the understanding of this relationship.

A common theme or element of much of the published research focused on security
policy compliance is behavioral models such as the theory of planned behavior, general
deterrence theory, and protection motivation theory. A literature review by Lebek et al. (2014)
identified no less than 54 different theories that had been used in compliance-related research.
One of the considerations associated with such theories’ exclusive use is that they primarily
focus on the individual’s cognitive processes, omitting other potential influences such as
organizational culture and management participation. Dang-Pham et al. (2017b) identified this
in their research, stating that much of the published research was almost entirely focused on
individual cognitive processes. The extensive use of cognitive-behavioral theories in the
published research supports this view. These behavioral models have been and continue to be
invaluable in the field of security research, but an awareness of the potential limitations of these
models must be maintained.

By examining the interrelationship between organizational culture, management
participation, and employee compliance intentions, a contribution will be made towards closing
some of the identified gaps in the published literature. The use of an established and empirically
validated behavioral model is augmented by incorporating the influencing factors of

organizational culture and management participation. This study’s model will bring a different
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perspective by including what has been identified in the published literature as significant
influences that have been largely omitted in previous studies and not integrated with how this
study uses these constructs. By including these elements, the results of this study should provide
a richer contextual picture, delivering results that will be broadly generalizable, and by doing so,
contributing to the overall body of knowledge.

Summary

The reviewed literature has established several essential concepts that are directly
relevant to this study. The assumption of a homogeneous organizational culture is inherently
flawed. The presence of a multiplicity of cultures is a more likely outcome. There is also a lack
of depth regarding understanding the relationship between organizational culture and security
policy compliance outcomes. This study will make a positive contribution toward expanding the
body of knowledge in this area.

Concerning the role of managers and supervisors, the literature identified several
important areas of potential influence regarding security policy compliance. When considered in
conjunction with normative influences and the importance of proximate relationships related to
learned behaviors and attitudes, there is a genuine opportunity to learn more about how this
relationship dynamic may influence an individual’s compliance intentions.

The use of an empirically validated behavioral model for this study has been broadly
supported in the published literature. The theory of planned behavior is one of the most widely
used behavioral theories in information security research (Lebek et al., 2014). Its predictive
capacity has been empirically proved across multiple studies over a substantial period (Ajzen,

2011), making it suitable for this study.
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The reviewed literature has provided a comprehensive foundation that supports this
study’s premise, which is understanding the relationship between management participation,
organizational culture, and individual cognitive processes. The reviewed literature has identified
the constructs that form the research model are valid. The reviewed literature has also confirmed

a gap in the body of knowledge that this study will positively contribute towards closing.
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CHAPTER 3. METHODOLOGY

The intention and purpose of this research is to contribute to the existing body of
knowledge, expanding its coverage, and adding to the overall understanding of the behavioral
factors that influence information security compliance outcomes. The achievement of this
objective and the avoidance of erroneous conclusions are dependent on the adoption and
application of a suitably rigorous scientific approach. Ensuring the research approach is
systematic and objective and that observations and results are replicable (Nardi, 2018) is critical
to ensuring the value of any study’s contribution. In this section, the research methodology,
including the study’s purpose, the research questions, and associated hypotheses, the design, and
the research procedures, will be described in detail. Describing the study’s methodology in
detail will support its critical assessment and, in the process, ensure that any contribution is not
diminished through error, omission, or oversight.
Purpose of the Study

The purpose of this study is to analyze the relationship between organizational culture,
management/supervisor participation, and their effects on an employee’s security policy
compliance intentions. Studies on information security compliance behaviors often cite
individuals as the weakest link in the information security structure (Flores & Ekstedt, 2016;
Gratian et al., 2018; Johnston et al., 2016). In conjunction, attacks that explicitly target users and
user behaviors such as ransomware have increased in frequency and sophistication (Ali, 2017).
Previous studies have attempted to identify predictors of compliance and compliance behaviors
(Karlsson et al., 2015; Sommestad et al., 2014; Soomro et al., 2016), but a definitive set of

predictors has not been identified. Cram et al. (2019) have stated that while studies have
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identified numerous potential behavioral predictors, their relative importance is unknown. Cram
et al. (2019) also note that policy noncompliance and deliberate policy violation should not
necessarily be considered equal. While the focus is often placed on factors such as punishment
and rewards that can be controlled by management, these may have lesser relative importance
when predicting employee compliance behaviors (Cram et al., 2019).

Previous studies have established a connection between top management participation
and information security culture (Kayworth & Whitten, 2010; Phillips, 2013; A. Singh et al.,
2013; Whitman & Mattord, 2012). The available research that examines the role of the
supervisor’s participation is limited (Bernerth et al., 2016; Whitener et al., 1998; Yadav &
Rangnekar, 2015). The published literature also does not explicitly explore the relationship
between the organization’s culture, an employee’s supervisor, and how this relationship may
influence an employee’s security policy compliance intentions. Tang et al. (2016) note that
despite the extent of the published research, the relationship between an organization’s culture
and information security outcomes remains unclear. When considering the relationship between
first-line supervisors and employee behaviors, past studies indicate causal links between
supervisor and employee attitudes and behaviors (Bonner et al., 2017; Jacobs et al., 2014). The
studies that have examined this relationship are limited (Sguera et al., 2018), and they neglect the
supervisor-employee relationship as it relates to security policy compliance behaviors.

The research problem this study explores is directly connected to the constructs of
organizational culture, management participation, and compliance intentions. It will examine if
a causal relationship between management/supervisor security policy compliance attitudes,

organization culture, and an individual’s security policy compliance intentions exists. The study
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setting is larger organizations with a stratified management structure. This setting has been
chosen deliberately. It will create and test the hierarchical distance referred to by Hu et al.
(2012) that may have contributed to the diminished influence of top management participation in
their study on security policy compliance that this study extends.

Previous studies have identified gaps in the current understanding of influencing factors
and their interrelationships (Connolly et al., 2017; Cram et al., 2017, 2019; Da Veiga & Eloff,
2010; Niemimaa & Niemimaa, 2017). The relationships between organization culture,
management/supervisor participation, and employee policy compliance intentions will be better
understood due to this study. Hopefully, improving the interpretation of these relationships will
make a small but positive contribution towards addressing some of the gaps identified by more
experienced researchers in the published literature.

Research Questions and Hypotheses

This study focuses on understanding how organizational culture and the attitudes and
beliefs of an employee’s immediate manager towards information security may influence an
employee’s security policy compliance intentions. This focus is reflected in the two primary
research questions for this study. The research questions are supported by seven hypotheses
intended to test the presence and strength of the relationships between the elements of
management participation, organizational culture, and an individual’s policy compliance
intentions.

Earlier research by Hu et al. (2012) explored the role of top management participation
and organizational culture on compliance intentions. Hu et al. (2012) described how

organizational culture and management participation elements could be integrated into a valid
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research model. Building on this earlier research by Hu et al. (2012), this study examines these

elements through a fundamentally different lens by examining the relationship between an

employee and a manager/supervisor and, consequentially, localized organizational cultures.

Figure 1

Research Model and Hypotheses
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Note. Adapted from “Managing compliance with information security policies: The critical role of top management
and organizational culture” by Q. Hu, T. Dinev, P. Hart, and D. Cooke, 2012, Journal of Decision Sciences, 43(4), p.
631. Copyright 2012 by Journal of Decision Sciences. Adapted with permission.

The process of data collection and analysis is intended to support the exploration of the

two research questions and the associated supporting hypotheses. The hypotheses have been

logically grouped with their associated research question (Figure 1).

Research Question 1 and Supporting Hypotheses

RQ 1: “Does perceived management/supervisor participation in information security

positively influence employee security policy compliance intentions?”
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Hoba: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to positive attitudes towards
information security policy compliance behaviors.

H16a: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to positive attitudes towards information
security policy compliance behaviors.

Ho6b: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to positive subjective norms towards
information security policy compliance behaviors.

H16Db: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to positive subjective norms towards
information security policy compliance behaviors.

Hobc: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to positive perceptions regarding
behavioral control over compliance with information security policies.

H16c: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to positive perceptions regarding
behavioral control over compliance with information security policies.

Ho7a: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to a stronger perceived goal-

oriented organizational culture.
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H17a: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to a stronger perceived goal-oriented
organizational culture.

Ho7b: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to a stronger perceived rule-oriented
organizational culture.

H17b: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to a stronger perceived rule-oriented
organizational culture.

Research Question 2 and Supporting Hypotheses

RQ 2: “Do organizational cultural values positively influence employee security policy
intentions?”

Hola: A positive attitude towards information security policy compliance will not lead to
a stronger intent to comply with the organization’s security policies.

Hila: A positive attitude towards information security policy compliance will lead to a
stronger intent to comply with the organization’s security policies.

Holb: A positive subjective norm about information security policy compliance will not
lead to positive security policy compliance behavioral intentions.

H11b: A positive subjective norm about information security policy compliance will lead

to positive security policy compliance behavioral intentions.

68

www.manaraa.com



Holc: Increased positivity related to control over information security policy compliance
will not lead to positive behavioral intentions regarding information security policy compliance
behaviors.

Hi1c: Increased positivity related to control over information security policy compliance
will lead to positive behavioral intentions regarding information security policy compliance
behaviors.

Ho2a: Stronger perceived goal orientation as a cultural value does not lead to positive
attitudes towards information security policy compliance.

H12a: Stronger perceived goal orientation as a cultural value leads to positive attitudes
towards information security policy compliance.

Ho2b: Stronger perceived goal orientation as a cultural value does not lead to positive
subjective norms regarding information security compliance behaviors.

H12b: Stronger perceived goal orientation as a cultural value leads to positive subjective
norms regarding information security compliance behaviors.

Ho2c: Stronger perceived goal orientation as a cultural value does not lead to increased
perceived behavioral control regarding security compliance behaviors.

H12c: Stronger perceived goal orientation as a cultural value does lead to increased
perceived behavioral control regarding compliance behaviors.

Ho3a: Stronger perceived rule orientation as a cultural value does not lead to positive
attitudes regarding information security compliance behaviors.

Hi3a: Stronger perceived rule orientation as a cultural value leads to positive attitudes

regarding information security compliance behaviors.
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Ho3b: Stronger perceived rule orientation as a cultural value does not lead to positive
subjective norms regarding information security compliance behaviors.

H13b: Stronger perceived rule orientation as a cultural value leads to positive subjective
norms regarding information security compliance behaviors.

Ho3c: Stronger perceived rule orientation as a cultural value does not lead to positive
subjective norms regarding information security compliance behaviors.

H13c: Stronger perceived rule orientation as a cultural value leads to positive subjective
norms regarding information security compliance behaviors.

Ho4: Stronger perceived goal orientation as an organizational cultural value does not lead
to stronger information security policy compliance intentions.

H14: Stronger perceived goal orientation as an organizational cultural value leads to
stronger information security policy compliance intentions.

Ho5: Stronger perceived rule orientation as an organizational cultural value does not lead
to stronger information security policy compliance intentions.

H15: Stronger perceived rule orientation as an organizational cultural value leads to
stronger information security policy compliance intentions.

Research Design

This study utilizes a single-stage, non-experimental, survey-based research design that
examines the relationships between organizational culture, management/supervisor participation,
and an employee’s security policy compliance intentions. The theory of planned behavior is the
central theoretical model used in the research design. Previous studies that examine information

security in a behavioral context have used the theory of planned behavior (Lebek et al., 2014).
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Augmenting the theory of planned behavior are the constructs of management participation,
goal-oriented behavior, and rule-oriented behavior. Goal-oriented and rule-oriented behavioral
elements are drawn from the competing values framework initially developed by Quinn and
Rohrbaugh (1983). In a later research paper, the model developed by Quinn and Rohrbaugh
(1983) was reinterpreted by Van Muijen et al. (1999). Hu et al. (2012) stated the VVan Muijen et
al. (1999) interpretation made the extraction and integration of the organizational culture
constructs a more straightforward proposition to manage, given the need to integrate multiple
theoretical frameworks.

Figure 2

Research Model Constructs

Management
/Supervisor
Participation

Policy
Compliance
Intentions

Individual
Beliefs

Organizational
Culture

Note. Adapted from “Managing compliance with information security policies: The critical role of top management
and organizational culture” by Q. Hu, T. Dinev, P. Hart, and D. Cooke, 2012, Journal of Decision Sciences, 43(4), p.
622. Copyright 2012 by Journal of Decision Sciences. Adapted with permission.

Within the constructs shown in Figure 2, there is one dependent variable and six

independent variables. The variables that support the construct model are listed in Table 1.
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Table 1

Identification of Dependent and Independent Variables

Variables Meaning IV/DV
PMP Perceived Management Participation Independent
PGO Perceived Goal Orientation Independent
PRO Perceived Rule Orientation Independent
PBC Perceived Behavioral Control Independent
SN Subjective Norms Independent
ATT Attitude Towards Behavior Independent
INT Behavioral Intention Dependent

The variables of perceived behavioral control, subjective norms, and attitude towards
behavior are the principal variables incorporated in the theory of planned behavior (Ajzen,
1991). Perceived goal orientation and perceived rule orientation are variables directly related to
measuring organizational culture, as Van Muijen et al. (1999) described. Perceived management
participation measures the employee’s perception of management/supervisor behaviors and
actions in facilitating and supporting organizational outcomes related to information security
policies and associated compliance behaviors (Hu et al., 2012; Liang et al., 2007).

The utilization of a survey-based instrument to collect the data has been widely used in
information security behavioral studies (Warkentin et al., 2011). The utilization of a survey as
the primary data collection method also has the advantage of reducing the amount of time needed
to collect data while also expanding the pool of potential study participants (Ward et al., 2012).

In his reflections on the theory of planned behavior and its contribution to social science
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research, Ajzen (2011) describes the importance of the role played by survey-based instruments
in the theory’s use over time. For these reasons, a survey-based approach using the variables and
constructs described is the most appropriate approach to collect the data needed to support the
study.

Target Population and Sample

These sections describe the population for this study and the sampling strategy utilized
for selecting potential study participants. The target population’s characteristics are defined,
followed by the sampling strategy and elements, including the participation criteria. The last
section will describe the power analysis calculation and the sample size needed for the study’s
findings to be statistically valid.

Population

According to the United States Census Bureau, the North American Industry
Classification System is the standard used by federal agencies to classify businesses to support
the collection and analysis of statistical data related to the U.S. economy (United States Census
Bureau, 2017). The North American Industry Classification System Association figures
published for November 2019 showed approximately 16,833 companies in the United States
with over 1,000 employees (NAICS Association, 2020).

The principal population uses a computer in their day-to-day activities. They are not part
of the organization’s information management or technical support functions. To ensure that
participant attitudes and behaviors would not be adversely influenced due to specific
responsibilities associated with information technology positions, study participants could not

have management or supervisory responsibilities. In their earlier study, Hu et al. (2012) noted
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the effect of top management participation was marginal. A possible reason cited for this
outcome was the hierarchical distance between top management and employees (Hu et al.,
2012); it was not explicitly tested. When considering other influencing factors such as the
potential for a non-homogeneous culture and the observation by Hu et al. (2012) regarding
hierarchical distance, it was a concept that could be further explored in this study’s context. For
this reason, organizations with more than 1,000 employees were explicitly targeted. They are
large enough to have a degree of hierarchical distance between top management and employees,
increasing the emphasis on the manager/supervisor relationship.
Sample
The sample selection is an essential consideration as studying this smaller group supports

learning more about the larger group from which the sample is drawn. This principle only holds
if the sample is appropriately representative of the broader population (Vogt, 2007). Supporting
the sample population selection is a set of selection criteria intended to ensure the sample is
representative. The selection criteria, comprised of inclusion and exclusion boundary conditions,
establish a baseline to support the sample selection process. The inclusion criteria for this study
required potential participants to meet the following requirements:

e Participants must be based in the United States.

e Participants must be older than 18 years.

e Participants must be employed in a company with more than 1,000 employees.

e Participants must use a computer in their day-to-day work.

e Participants must have at least one level of management between the CEO and

base employees.
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e The participant’s organization must have a documented information security
policy.

e The participant must be aware of and have knowledge of the organization’s
information security policy.

Supporting the inclusion criteria is a set of exclusion criteria. The exclusion criteria are
designed to ensure that participants that are not representative of the broader population are
excluded from the study. The following are the exclusion criteria used to eliminate potential
participants from the study:

e Participants working outside of the United States were excluded.

e Participants working in management or supervisory positions were excluded.

e Participants that work in the information technology or information security teams
within the organization were excluded.

e Participants that did not have direct knowledge of the organization’s information
security policy were excluded.

e Participants that did not use a computer in day-to-day work were excluded.

e Participants that were younger than 18 years were excluded.

e Participants whose organizations did not have a documented information security
policy were excluded.

e Participants that did not work for a large organization and did not have at least
one intermediate layer of management between themselves and the CEO were

excluded.
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The inclusion and exclusion criteria were designed to ensure the sample was
representative of the broader employee population of interest. Using the inclusion and exclusion
criteria as a sample frame, the professional survey company Qualtrics was engaged to recruit and
screen study participants.

Supporting the sample frame, further organizational and demographic information was
captured from participants to develop a deeper understanding of the sample’s other
characteristics. Data was collected on the participant’s age, gender, the term of employment,
level of education, industry sector, and whether the organization was publicly (listed on the stock
exchange) or privately held. A probability sampling approach, random sampling, was used for
this study as it supports the generalization of results back to the broader population (Trochim,
2006).

Power Analysis

Estimating the sample size for structural equation models is not a straightforward
proposition, and in the past, various heuristic rules were applied when estimating sample sizes
(Wolf et al., 2013). Heuristic rules, such as the sample size being at least ten times the maximum
number of connections to a latent variable (Hair et al., 2017), have been widely used, but this can
lead to inaccurately estimated sample sizes (Wolf et al., 2013). In a study that examined
structural equation model sample sizes in information system studies, Westland (2010) noted a
significant trend of selecting insufficient sample sizes for structural equation models.
Specifically, a meta-analysis review of articles published in five prominent information systems
journals found that 80% of the reviewed studies’ conclusions were based on insufficient sample

sizes (Westland, 2010). While extremely useful, software packages such as G*Power are
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unsuitable for power analysis calculations for structural equation models due to their dependence
on less complex analytic methods (Schoemann et al., 2017). Because of the difficulty of
accurately calculating sample sizes using conventional tools such as G*Power, a different
approach to calculating the required sample size was needed.

Muthén and Muthén (2002) examined sample sizes for structural models, proposing a
Monte Carlo study to calculate the required sample size. The proposed use of Monte Carlo
studies was based on its ability to accommodate various factors such as the model’s dimensions,
the number of variables, missing data, variable reliability, and the relationship between variables
(Muthén & Muthén, 2002). Subsequent studies by Wolf et al. (2013) and Schoemann et al.
(2017) also supported the proposition of using Monte Carlo studies for estimating sample sizes.
The difficulty with using Monte Carlo studies is their complexity. Schoemann et al. (2017)
noted this in their observation regarding the lack of the method’s adoption, the limited number of
available tools, and computational time burden.

Research by Kock and Hadaya (2018) examined sample size estimation in partial least
squares modeling; it tested and validated an alternative approach to the use of Monte Carlo
studies. The described approach uses two mathematical equations: the inverse square-root
method and the gamma-exponential method (Kock & Hadaya, 2018). Testing these mathematical
equations against three Monte Carlo experiments, Kock and Hadaya (2018) found they are
sufficiently precise to avoid errors associated with sample size estimation as estimates will
always be slightly above the actual minimum required. Faizan et al. (2018) supported the
approach developed by Kock and Hadaya (2018) when assessing the use and application of

partial least squares structural equation modeling in hospitality research. The detailed design of
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this validated approach for estimating sample sizes in structural equation models is why it is used
to calculate the a priori sample size for this study.

The software used to estimate the sample size is the structural equation modeling analysis
software WarpPLS 6.0. The inverse square-root and gamma-exponential equations produce
different minimum sample sizes. The inverse square-root equation produced a minimum sample
size of 279; the gamma-exponential equation produced a minimum sample size of 261.
According to Kock and Hadaya (2018), the inverse square-root calculation provides greater
certainty for an a priori sample size calculation because of its tendency to marginally
overestimate the required minimum. For this reason, the minimum sample size for this study is
279 participants. The calculation is based on a confidence level of .95 and a significance level of
.05. The minimum absolute significant path coefficient in the model is .197, a default path
coefficient used in the software for a priori sample size estimates. Kock and Hadaya (2018) state
this level is an acceptable estimate as it is effectively double the minimum acceptable effect size
of .2. This minimum acceptable effect size is described in the seminal paper by Cohen (1992) on
statistical power analysis and its relevance to behavioral sciences research.

Procedures

This section will describe the procedures used to support the conduct of the study. The
methods used to select the participants will be examined first. It will be followed by the
processes used to protect the participants’ interests, followed by the procedures used to collect
the survey data on which this study is based. The last element of this section will describe the

methods used to analyze the collected data to test the related hypotheses.
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Participant Selection

The participant selection commenced with defining essential information such as the
minimum sample size, identifying the sample population, identifying the sample frame, and
defining the participation criteria. The professional survey firm Qualtrics was engaged to
support the study. Qualtrics provided assurances that willing participants who were
representative of the target population could be readily identified due to their ability to reach
significant numbers of potential candidates. The use of a professional organization such as
Qualtrics also provided a high level of confidence that the screening and informed consent
process would be rigorously applied.

The candidate sampling process was facilitated by Qualtrics using a random sampling
methodology. Of the sampling methods, random sampling has the lowest probability of bias,
and its results are more likely to be generalizable (Sekaran & Bougie, 2013). The study
inclusion and exclusion criteria were given to Qualtrics, enabling them to assess the probability
of delivering the required number of completed survey responses. On receipt of the requested
number of completed responses and the inclusion and exclusion criteria, Qualtrics confirmed
their screening and recruitment process would support the study.

The participants’ recruitment was initiated by email, with Qualtrics sending an email to
potential candidates with the approved explanatory information regarding the study and a link to
the survey. Qualtrics hosted the survey. Before publication to candidate participants, Qualtrics
allowed the researcher to test the survey’s operation to ensure the informed consent and
screening functions were working correctly. Once validated, Qualtrics distributed the

invitational email to potential candidates from the target population. Once a candidate provided
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their informed consent and successfully passed through the screening questionnaire, they were
directed to the survey.
Data Collection

The data collection process was directly facilitated by Qualtrics using their survey
engine. The calculated minimum number of completed responses needed for this study was 279.
To ensure there were no issues with achieving the required statistical power level, Qualtrics was
engaged to collect a minimum of 400 completed responses. Leveraging their extensive pool of
candidate participants, Qualtrics distributed invitational emails to candidate participants with the
approved study information. Information provided to candidates included explaining the study’s
purpose and contact details if the candidate had questions. Once candidates had completed the
informed consent and screening process, they became study participants. Participants were
directed to the survey instrument, where they were asked to complete 23 questions using a 5-
point Likert scale to record their responses.
Data Analysis

The survey responses were analyzed using the SmartPLS software package version 3.2.8
(Ringle et al., 2015). The software is specifically designed to support the analysis of structural
models using partial least squares. The structural model is built within the software, with its
graphical representation essentially identical to that in Figure 1. Recorded survey data is then
attributed to each of the variables, completing the model.

When assessing the structural model, several key criteria must be examined. These
criteria include the model’s predictive ability (R?) and the significance of the measured path

coefficients (Hair et al., 2017). The model’s predictive relevance or the model’s ability to
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reconstruct observed values is also examined (Chin, 2010). Also used to assess the model’s
results are the recorded confidence intervals and the t-statistic values, which act as a significance
indicator (Peng & Lai, 2012). As partial least squares is based on the use of a structural model
and the relationships between variables, the size, and significance of the path coefficients and the
coefficients of determination (R?) are the primary evaluation criteria of interest (Hair et al.,
2019). The enhanced reporting functions inherent to the software supported a detailed analysis
of the data without using secondary analysis tools. The results ensured the relationship of the
results to the hypotheses could be tested and validated, consequently supporting the central
questions’ investigation.
Instruments

This study used a single survey instrument to collect data on organizational culture,
management participation, and the individual’s perspectives on security policy compliance using
the elements described in the theory of planned behavior. Developed by Hu et al. (2012), the
instrument is a composite of instruments used in prior studies. The following sections provide a
more detailed explanation of the instrument’s foundations and the validation process.
Management and Organizational Culture Survey Instrument

The principal data collection instrument for this study is a survey instrument originally
developed by Hu et al. (2012) for their research that examined top management participation and
organizational culture in the context of information security policy compliance. Permission to
use and republish the instrument for this study was obtained from a coauthor of the Hu et al.

(2012) research paper. The instrument is a composite of survey questions used in previous
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studies that examined specific behavioral aspects of individual behaviors that were contextually
relevant.

Survey questions focused on understanding behavioral intentions, attitudes towards
behaviors, subjective norms, and perceived behavioral control were adapted from previously
validated survey instruments developed by Taylor and Todd (1995) and Pavlou and Fygenson
(2006). The research by Taylor and Todd (1995) examined two variants of the theory of planned
behavior and the technology acceptance model to determine which was a better predictor of
information technology usage. Pavlou and Fygenson (2006) conducted a longitudinal study into
e-commerce using the theory of planned behavior as its theoretical basis to confirm the theory’s
predictive power. Drawing on the validated instruments developed for these previous studies,
Hu et al. (2012) adapted the relevant questions to capture information on attitudes, subjective
norms, perceived behavioral controls, and behavioral intentions described by the theory of
planned behavior.

To capture relevant information regarding organizational culture, Hu et al. (2012)
adapted survey questions focused on goal and rule orientation from a previous study conducted
by Van Muijen et al. (1999). The questionnaire developed by Van Muijen et al. (1999) was
initially designed to study organizational culture. It was based on the competing values model
developed by Quinn and Rohrbaugh (1983); it was subsequently validated by an international
research group comprised of researchers from 12 different countries. The survey question that
examines management participation’s role was adapted from a study by Liang et al. (2007). The
study by Liang et al. (2007) investigated the assimilation of systems into organizations and the

effect of management sponsorship assimilation activities.
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The survey instrument developed by Hu et al. (2012) was appropriate for this study as it
enabled information to be captured regarding an individual’s behavioral intentions,
organizational culture, and management participation. The only modification needed to ensure
the survey instrument was appropriately focused for this study was adjusting the management
definition. The study by Hu et al. (2012) focused was on top management participation. In this
study, the focus is on the influence of the employee’s immediate manager or supervisor.
Altering the definition of management ensured the questions were interpreted with the
appropriate context without changing the validated instrument’s integrity. The use of a single
instrument was also advantageous as it aided in avoiding validity and reliability risks that might
otherwise befall a researcher with a limited degree of experience in conducting quantitative
studies.

Instrument Validity

The validity of the instrument was tested using a combination of content and construct
validity. Content validity is the degree to which the survey questions will capture information
that will enable the construct elements to be measured (Straub et al., 2004). As the measure is
ordinarily based on judgment, it is typically assessed by relevant experts that are not part of the
study, for example, a panel arrangement (Vogt, 2007). There are also quantitative measures that
yield statistical information (correlations) that support the review process (Vogt, 2007).

In their study, Taylor and Todd (1995) used a panel to establish the relevance of
questions against the study’s constructs. This process’s output was then pilot tested to validate
further the instrument (Taylor & Todd, 1995). Pavlou and Fygenson (2006) used statistical

indicators in their study to test whether an aggregate latent factor was highly correlated with the

83

www.manaraa.com



theory of planned behavior constructs. Their review indicated that the content for the perceived
behavioral control construct was being captured as intended (Pavlou & Fygenson, 2006). The
survey instrument developed by Van Muijen et al. (1999) as part of a study that examined
organizational culture was somewhat unique. The study’s primary purpose was to create an
instrument that would accurately capture data on organizational culture. The study used a
combination of an international panel of experts supported by statistical data to assess the
developed instrument’s validity (Van Muijen et al., 1999). The study by Liang et al. (2007)
utilized a panel of experts to assess content validity, with adjustments made to measurement
scales to reflect the study’s Chinese cultural context. Hu et al. (2012) state that the question of
content is principally addressed by using material drawn from previously validated instruments.
Noting the measures undertaken to validate the content of the survey instruments from which Hu
et al. (2012) adapted the survey questions, this appears to be a reasonable position.

Construct validity is a measure of how well the instrument measures the constructs of
interest, and it is measured using a combination of convergent and discriminant validity (Vogt,
2007). Convergent validity is the extent to which multiple attempts to measure the same item are
aligned, and discriminate validity is the extent to which measured items are unique (Bagozzi et
al., 1991). Convergent validity is demonstrated when t-values of model loadings are statistically
significant (Gefen & Straub, 2005). Hu et al. (2012) showed that all t-value loadings for each
construct were significant at p < .01.

Discriminant validity is determined by the weakness of the correlation between
constructs, except for the construct it is associated with (Gefen & Straub, 2005). Discriminant

validity is tested using the average extracted variance (AVE) value by checking it is larger than

84

www.manaraa.com



the correlation value between constructs (Gefen & Straub, 2005). The approach to validating
discriminant validity is to check the cross-loadings of indicators; the value of the outer values
should be higher than any of the cross-loading values (Hair et al., 2017). For each indicator in
the survey instrument, the outer value exceeded any of the cross-loading values (Hu et al., 2012),
demonstrating the instrument has reasonable discriminant validity.

Instrument Reliability

The two principal reliability measures are Cronbach’s alpha and composite reliability
(Hair et al., 2017). Composite reliability is interpreted similarly to Cronbach’s alpha, and
according to Hair et al. (2017), it is a more reliable measure for partial least squares models.
Cronbach’s alpha assumes that all indicators have equal loadings whereas partial least squares
order indicators based on reliability (Hair et al., 2017). A study by Peterson and Kim (2013)
calls into question the supposed advantage of composite reliability over Cronbach’s alpha; the
paper does not dispute acceptable minimum reliability thresholds.

The lowest value of Cronbach’s alpha recorded by Hu et al. (2012) was .675, and the
lowest composite reliability value recorded was .862. Bagozzi and Yi (2012) state that while
there is no universally accepted value for composite reliability, .70 or greater is a satisfactory
value to ensure a reasonable level of reliability. Hair et al. (2017) state that composite reliability
values of between .60 and .70 are acceptable. The Cronbach’s alpha and composite reliability
values indicate a reasonable level of reliability for the survey instrument.

Ethical Considerations
A critical element of a researcher’s formative education is understanding the importance

of ethics in research and the need to safeguard participants for current and future research
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projects. Capella University ensures that researchers learn the importance of ethical research
while also implementing procedural measures to support researchers and protect study
participants. Consequentially, researchers are introduced to the Belmont Report (National
Commission, 1979). The Belmont Report summarizes the ethical guidelines and principles for
research involving people as study participants and is an essential ethical guide for human-
centric research.

The principles described in the Belmont Report are:

e The respect for persons and their right to make autonomous decisions, and the
protection of those individuals who have a diminished degree of autonomy.

e Persons are treated ethically by respecting their decisions, protecting them from
harm, and safeguarding their wellbeing.

e Justice, which requires equity in distribution and the fair treatment of persons.

A paper by Miracle (2016) on the application of these principles provided further
guidance as to how they can be practically applied in a research setting. Ensuring people have
the adequate and correct information, the appropriate use of informed consent, and the use of
considered inclusion and exclusion criteria (Miracle, 2016) are all practical measures that can be
applied that support the Belmont Report’s ethical pillars. The measures described by Miracle
(2016) were used to protect participants in this study.

Protection of Participants

The protection of participants is a critical consideration for this study. It also ensures that

future research efforts are not compromised due to a negative participant experience. Participant

protection in this study was essential as participants were asked to explicitly declare whether
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they may have had an intention to ignore or breach their organization’s information security
policy. Study participants were able to withdraw from the survey at any point in the process to
ensure participation was entirely voluntary.

Qualtrics were asked to anonymize all survey responses, removing all information that
could potentially lead to the participant’s identification. Before the data was made available to
the researcher, names, email addresses, logical (IP) address information, and any other
personally identifiable information were removed. Per this study’s submission to the
University’s Institutional Review Board, the recovered survey responses have been held in a
secure format on removable media. Access to the raw survey data is controlled directly by the
researcher. The only data stored on a network (Internet) connected device was survey responses
that have been cleansed and coded to enable uploading to the SmartPLS analysis software used
for this study.

Summary

This chapter explained the methodology used for this study. The purpose of the study
was described, supported by the research questions and the associated hypotheses. The research
design illustrated the relationships between the constructs and the target population’s selection,
and the sample frame was explored. A central element of the study is the survey instrument.
The survey instrument’s reliability and validity have been described, including the means used to
assess the instrument’s characteristics. As a final and essential element, two sections detailed the
ethical considerations of this study and the measures to protect participants. This study’s
methodology and approach have been established; the next chapter will examine the study’s

results.
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CHAPTER 4. RESULTS

The focus of this chapter is the review and analysis of the collected data. This chapter
will describe the data sample, including the size and statistical power of the sample and
information such as organizational and participant demographics to understand the sample
coverage better. This chapter will also explore the survey instrument, including quality measures
that support the instrument’s ability to provide meaningful analytical results. This chapter’s last
element analyzes the data relating to the research questions and the associated hypotheses and
summarizes the analysis results.

Background

This study explores how organizational culture and an employee’s immediate manager’s
attitudes towards information security may influence an employee’s security policy compliance
intentions. This study’s problem statement is reflected in the study’s purpose; the purpose is
reflected in the two primary research questions, which are, in turn, supported by seven
hypotheses. The hypotheses are intended to test the presence and strength of the relationships
between the elements of management participation, organizational culture, and an individual’s
policy compliance intentions.

The survey instrument was originally developed and validated by Hu et al. (2012). The
survey instrument developed by Hu et al. (2012) comprises questions drawn from other
independently validated survey instruments used in several previous studies. Hu et al. (2012)
utilized accepted measures to validate the composite instrument independently, and this survey
has been used unchanged in this study. The survey instrument used a 5-point Likert scale to

collect data on the model’s constructs. In conjunction with the model data, supporting
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demographic data were also collected, including a participant’s age and gender, employment,
and employer characteristics. The data has been anonymized to protect the survey participants.
The data is also presented where the data sets cannot be correlated to build a profile of an
individual.

Description of the Sample

The software package WarpPLS 6.0 was used to calculate the required sample size. The
inverse square-root equation used by the software package aids in avoiding the sample
sufficiency issue described by Westland (2010), where past studies have relied on insufficient
sizes. Kock and Hadaya (2018) stated that using this equation to calculate the required sample
size provides greater certainty due to its tendency to slightly overestimate the minimum
necessary sample size. This study’s minimum sample size to achieve a confidence level of .95
and a significance level of .05 was 279 completed responses.

The sample data is comprised of 420 completed survey responses, with all responses
suitable for analysis. The survey data was collected by Qualtrics using the survey instrument
provided by the researcher. A total of 400 completed responses was requested to ensure the data
sample size exceeded the minimum of 279 completed responses needed to achieve the required
statistical power. Qualtrics returned a higher number of completed responses than requested, and
all have been included in the study’s data set.

As part of the survey, a range of demographic data was collected from each survey
participant. The demographic data served a dual purpose of ensuring participants aligned with
the study’s target demographic and provided further insights into the cross-section of market

sectors and types of organizations where the participants are employed. Information regarding a
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participant’s age, gender, job type, level of education, and work experience was collected. Data
on the organization’s size (number of employees), market sector, whether they have more than
one location in the United States, and whether they are a public or private organization was also
collected.

The demographic data, including the organizational demographic data, supports statistical
testing to see whether any of these characteristics play a role in influencing an individual’s
behavioral intentions. Except for the industry sector information, each of these elements has
been tested and analyzed to establish whether there is a statistically observable effect or play no
role in influencing an individual’s behavioral intentions.

Personal Demographic Characteristics

Information on several personal characteristics was collected as part of the survey once
participants successfully passed through the initial screen questions. Unexpectedly, the gender
of the survey participants was evenly split with exactly 210 male and 210 female participants.
The participants’ age was also captured, with several options given to provide greater

granularity.
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Figure 3

Age of Participants

140

120

100
80
60
40
20 I
0 - o

18 to 24 25to 34 35to 44 45 to 54 55 to 64 65to74  >75years
years years years years years years

Participant Count

Age Range

The survey provided participants with seven different options to nominate their age
bracket. The survey participants’ distribution is mainly concentrated in the 25 to 44-year age
bracket, with approximately 57% falling into this grouping.

Figure 4
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Survey participants were asked to nominate their completed level of education. The data
shows most participants have completed some form of higher education, with approximately
55.2% of participants stating they have completed a college or an advanced degree. The next
most significant group is those participants having completed some college but without awarding
a degree. The smaller percentage of participants shown as having attended a vocational or
technical school is interesting, given how many participants identified as being in operationally
focused roles.

Figure 5

Job Type of Participants
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Participants were given five categories to nominate their job type. The category with the
highest representation was the operational category, with 36.7% selecting this as their job type.
This category could incorporate various positions within an organization, including back and

front office positions and field-based roles. The significant number of participants nominating
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this category as being descriptive of their role may result from the category descriptor’s inherent
ambiguity.

The final individual characteristic captured as part of the demographic data collection
was the length of experience in the participant’s current role.
Figure 6

Participant Years of Experience
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The most significant percentage of participants, 80.5%, fall within the category of fewer
than five years and up to fifteen years of experience.
Organization Demographics

The survey asked participants several demographic questions regarding their employer.
Information requested included the industry sector, how many locations the organization has, the
number of employees, and whether it was a public (e.g., traded) organization or privately held.
The data provide insights into the broader composition of the survey participants and identifies
any sector concentrations; the question regarding the organization’s industry sector used 23

distinct categories to capture the requested data.
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Figure 7 illustrates the range of industry sectors captured in the survey data. The only
listed industry sector that recorded no participants was the energy sector. Other industry sectors
such as waste management and remediation, wholesale trade, forestry, real estate, biotechnology,
and the arts had low numbers of participants. Specific industry sectors were not targeted as part
of the sample criteria. While some industry sectors had lower participant rates, the diversity of
industry sectors that did participate was an unexpected but positive outcome.

Figure 7
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Survey participants were asked to identify whether their organization has multiple
locations or a single location. As seen in Table 2, a small number of survey participants were
unable to answer this question.

Table 2

Number of Organization Locations

Company locations Count
Only one location 39
More than one location 376
Do not know 5

Most participant organizations, approximately 89.5%, were identified as having more
than one location in the United States. While this criterion was not specified as a survey
screening criterion, having participants from many organizations with more than one location is
positive. Considered in conjunction with the number of employees, it gives a sense of its size
and scale.

The remaining organizational categories survey participants were asked to provide data
for was the number of employees and whether the organization was a public or private entity. A
demographic criterion specified as part of the data collection specification was those survey
participants should come from organizations with more than 1,000 employees. It was a criterion
because of a consideration mentioned by Hu et al. (2012) concerning the dimensions of an
organization and the potential effect of hierarchical distance. As this study is focused on the
effects of participation by the lower tiers of management, larger organizations create an

opportunity to explore the issue of hierarchical distance in greater detail. The data captured
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regarding whether an organization is a public or private entity provides another context to test
whether this influences an individual’s behavioral intentions.

Of the 420 survey participants, 180 stated their organization has between 1,000 and 4,999
employees. The remaining 240 survey participants stated their organization has more than 5,000
employees. Securing survey participants from larger organizations was a positive outcome.
Larger organizations logically create more significant opportunities for hierarchical distance, and
a prerequisite for survey participants was that they had no staff management responsibilities.
The survey participants also identified 162 of their organizations as private organizations, with
the remaining 258 identified as publicly held.

The number of completed survey responses exceeded the minimum number required to
achieve the desired statistical power level by a reasonable margin. The sample’s demographic
information for individual participants and their associated organizations provides important
contextual information that illustrates the sample’s randomness. The demographic data also
enables attributes such as age, experience, job type, education, gender, and company status to be
used as control variables. Using this information as a set of control variables will enable a better
understanding of any latent factors that may or may not contribute to the analysis results.

Model Quality Indicators

When evaluating a model’s measurement quality, there are several statistical tests
established in the published literature. These tests provide a statistical basis to assess the
model’s internal consistency, discriminant validity, convergent validity, and predictive

relevance.
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Internal consistency is a check to ensure all items measure the same phenomenon (Petter
et al., 2007). When evaluating internal consistency, Cronbach’s alpha is one measure used to
assess the consistency of summated rating scales (Vaske et al., 2017). The value of Cronbach’s
alpha should be equal to or greater than .708 and less than .95 as a value that exceeds .95 is an
indication of indicator redundancy (Hair et al., 2019). While Cronbach’s alpha is a well-
established and accepted test, there are known limitations associated with its ability to validate
internal consistency conclusively. The test assumes that all items are standardized or equally
reliable (Cho & Kim, 2014). The test is also sensitive to the number of items, leading to errors in

calculated reliability (McNeish, 2018).
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Table 3

Quality Indicators

Latent Outer Composite  Cronbach’s

construct Item loading AVE reliability alpha

ATT ATT1 .899 .802 .924 876
ATT2 910
ATT3 877

DUT DUT1 927 .830 .936 .898
DUT5 .892
DUT7 914

INT INT1 .881 177 913 .857
INT2 .886
INT3 879

PBC PBC1 .884 .795 921 871
PBC2 907
PBC3 .884

PGO PGO2 905 .796 .887 745
PGO3 .880

PMMP PMMP1 .890 .810 .928 .883

PMMP2 910
PMMP3 .900

PRO PRO1 .705 .668 .857 752
PRO2 874
PRO3 .862

SN SN1 .908 .802 924 877
SN2 .899
SN3 .880

Note. ATT = attitude towards behavior; DUT = dutifulness; INT = behavioral intention; PBC = perceived behavioral
control; PGO = perceived goal orientation; PMMP = perceived middle management participation; PRO = perceived
rule orientation; SN = subjective norm.

A complementary test referred to as composite reliability is recommended to address
these potential issues (Hair et al., 2017). Composite reliability is calculated by taking the
weights from partial least squares calculations and using them in conjunction with factor analysis

loadings to calculate a more accurate reliability estimate (Aguirre-Urreta et al., 2013).
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Composite reliability is interpreted similarly to Cronbach’s alpha, with the preferred minimum
value being equal to or greater than .70 (Garson, 2016). As shown in Table 3, the values for both
Cronbach’s alpha and composite reliability exceed the minimum threshold value of .70,
indicating the model has good internal consistency.

Convergent validity assesses the extent to which an indicator positively correlates to
other indicators in the same construct (Hair et al., 2017). Convergent validity is assessed by
examining each indicator’s outer loadings’ values and the average variance extracted (AVE) for
the construct (Hair et al., 2020). Measured values for indicator outer loadings should exceed
.708, and the AVE value should be equal to or greater than .50 (Hair et al., 2017). The recorded
values for the indicator outer loadings and AVE shown in Table 3 exceed the minimum
thresholds, indicating the model has good convergent validity.

Discriminate validity measures a construct’s distinctiveness compared to the other
constructs (Hair et al., 2017). Two measures established in the published literature to test for
discriminate validity are indicator cross-loadings and the Fornell-Larcker criterion. An
indicator’s cross-loading value should be greater than the comparative cross-loading of any other
indicator (Garson, 2016). The results of the cross-loading analysis are shown in Table 4. The
results show that each indicator’s cross-loading is greater than the comparable cross-loading
from any other indicator, indicating good discriminate validity. The Fornell-Larker criterion is
based on comparing each construct’s AVE’s square root, which should be greater than the
correlation with any other construct (Garson, 2016). The Fornell-Larker criterion test results
show each construct’s correlation is more significant than the highest correlation with any other

construct, indicating good discriminant validity (Table 5).
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Table 4

Indicator Cross Loadings

Item ATT DUT INT PBC PGO PMMP  PRO SN

ATT1 .899 670 .698 .646 .370 544 .300 .710
ATT2 910 .650 .680 702 378 516 344 719
ATT3 877 676 .687 .667 .367 486 315 .740
DUT1 .681 927 776 591 .356 427 377 675
DUTS .638 .892 .685 578 378 421 371 .610
DUT7 .709 914 792 641 .390 417 .385 .685
INT1 .655 .698 .881 0.711 400 485 .369 697
INT2 .649 676 .886 .643 .369 460 .356 .636
INT3 124 0.806 879 .650 370 479 391 .684
PBC1 712 629 .709 .884 377 521 355 721
PBC2 .669 591 .678 .907 410 523 .368 .691
PBC3 623 .550 .638 .884 413 534 .338 .640
PGO2 418 412 418 421 .908 .395 .683 409
PGO3 318 316 347 377 .880 440 .638 357
PMMP1 .499 402 486 .506 378 .890 425 521
PMMP2 517 394 453 .530 414 910 438 .500
PMMP3 537 449 514 .555 463 .900 446 578
PRO1 207 215 243 214 460 341 .705 .253
PRO2 .362 441 426 .385 642 424 874 391
PRO3 284 323 .340 .348 .691 420 .862 316
SN1 741 .661 .698 .705 381 512 349 .908
SN2 .704 634 .687 .685 404 532 374 .899
SN3 723 .646 .666 672 371 .550 349 .880

Note. Indicator cross-loadings are in boldface. ATT = attitude towards behavior; DUT = dutifulness; INT =
behavioral intention; PBC = perceived behavioral control; PGO = perceived goal orientation; PMMP = perceived
middle management participation; PRO = perceived rule orientation; SN = subjective norm.
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Table 5

Fornell-Larcker Criterion Analysis

Construct  ATT DUT INT PBC PGO PMMP  PRO SN

ATT .896

DUT 743 911

INT .769 827 .882

PBC .750 663 .758 .892

PGO 415 411 431 448 .892

PMMP 576 462 .539 .590 466 .900

PRO 357 414 423 397 741 485 .818

SN .807 122 764 .768 430 .593 .399 .896

Note. Construct correlations are in boldface. ATT = attitude towards behavior; DUT = dutifulness; INT = behavioral
intention; PBC = perceived behavioral control; PGO = perceived goal orientation; PMMP = perceived middle
management participation; PRO = perceived rule orientation; SN = subjective norm.

The final quality test of the model is Stone-Geisser’s Q? value. The Stone-Geisser test
measures the model’s predictive relevance or how well the model’s observed values are
reconstructed (Qazi et al., 2020). The evaluation criteria for the Stone-Geisser test are measured
values for endogenous variables should be greater than zero (Kumar & Purani, 2018). Measured
values greater than zero indicate the model has predictive relevance (Qazi et al., 2020). The
results of the Stone-Geisser test are shown in Table 6. Measured results for each of the
endogenous variables are greater than zero, indicating the model has good predictive relevance.

Table 6

Stone-Geisser Q? Test

Endogenous variables Q? value
ATT 285
INT 594
PBC 304
PGO 172
PRO 155
SN 303

Note. ATT = attitude towards behavior; INT = behavioral intention; PBC = perceived behavioral control; PGO =
perceived goal orientation; PRO = perceived rule orientation; SN = subjective norm.
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The quality tests showed the model has good convergent and discriminant validity. The
tests also showed the model has good internal consistency and predictive relevance. The model
quality and validation test results indicate that any calculated results can be viewed and
interpreted with a reasonable degree of confidence.

Hypothesis Testing

The analysis of the collected data uses partial least squares structural equation modeling.
Developed initially by Wold (1974), the partial least squares algorithm has been broadly adopted
by the social sciences for relationship modeling between variables because of its ability to
support both explanatory and predictive modeling (Liengaard et al., 2020). Information systems
research, including information security, is based on inquiry, identifying research problems and
questions, and then developing models that enable further examination. Partial least squares path
modeling is an effective approach for developing and operationalizing conceptual models,
supporting its use in exploratory and confirmatory research (Benitez-Amado et al., 2017). The
expanded use of partial least squares has been supported by an increase in the availability of
specialist software tools (Wen-Lung et al., 2019) that support the analysis of conceptual models
and the statistical tests needed to ensure results are reliable. Based on the published research,
this study is consistent with the types of research identified as suitable for using partial least
squares for analyzing the collected data.

The software tool used to conduct the partial least squares analysis was SmartPLS v.3.3.2
(Ringle et al., 2015). The research model illustrated in Figure 1 was built in the software, and
the associated indicators were attached to the latent variables. The software indicates the model

is ready for calculation when all latent variables have associated indicators, and all exogenous
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and endogenous variables are connected. Once the model has been successfully constructed, the
next stage is to run the statistical tests designed to assess the model’s quality and the collected
data.
Structural Model Analysis

The structural model’s path analysis using the SmartPLS software provides the data
necessary to explore the research questions and the associated hypotheses. Several measurement
parameters inform the interpretation of the output from SmartPLS and the evaluation of the
results against the research questions and the related hypotheses. The value of R? is a measure of
the endogenous variable’s explanatory power (Hair et al., 2019). Values of R? fall between 0 and
1, with values closer to 1 indicating a higher level of explanatory power (Hair et al., 2019). The
principle R? value of interest represents the model constructs’ accumulated explanatory power
for the dependent variable.

The R? value for the model was measured at .778 (p <.001), meaning the model explains
77.8% of the endogenous construct’s variance (Figure 9). Values of R? above .75 are considered
substantial (Hair et al., 2019), which is a positive indicator of the model’s explanatory power.
The detailed results of the path analysis are shown in Table 7. The table’s hypotheses have been
arranged to correspond to the order and structure of the research questions.

The t-statistic is a measure of statistical significance (Hair et al., 2017). Values of t that
are greater than 1.96 are considered significant at a confidence level (p) of .05 (Garson, 2016).
The p-value represents the likelihood that a null hypothesis will be incorrectly rejected (Field,
2013). The SmartPLS bootstrap process also produces confidence interval data. The confidence

interval represents a range within which the actual population data will reside, assuming a certain
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level of confidence (Garson, 2016). For example, with a selected value of .05 (95%), confidence
intervals will be displayed at 2.5% above (97.5%) and 2.5% below the nominated confidence
level. For this study, the value used to calculate the confidence intervals is .05 (95%). A
confidence interval of 95% is a typical value that provides good coverage of the population’s
parameters (Aguirre-Urreta & Ronkkd, 2018; Cousineau, 2017). When interpreting confidence
interval data, the critical element for consideration is the presence of zero. For example, if the
confidence interval values do not include (cross) zero, the coefficient is assumed to be
statistically significant, and the hypothesis is accepted (Kock, 2016).

Path model coefficients (B) represent the hypothesized or inferred relationship between
the respective constructs (Bagozzi & Yi, 2012). Values fall between -1 and 1. Unlike other
measures, there is no threshold value as they are inferred statistics with values closer to 1
equating to a stronger positive relationship and -1 a negative relationship (Hair et al., 2017). The
other threshold value hurdles for p and t must first be cleared for a path coefficient to be

considered regarding a hypothesis.
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Table 7

Path Model Analysis

Hypothesis Path coefficient (B) Confidence interval t-statistic p-value
2.5% 97.5%

RQ1
H6a PMMP ->ATT 496 .369 612 7.945 <.001
H6b PMMP -> SN 498 .368 617 7.853 <.001
H6c PMMP ->PBC 488 .356 .606 7.579 <.001
H7a PMMP ->PGO 466 .380 542 11.342 <.001
H7b PMMP ->PRO 485 393 562 11.343 <.001
RQ2
Hla ATT->INT 127 -.013 .260 1.835 .067
Hib SN ->INT 120 -.003 234 1.969 .049
Hlc PBC->INT 247 141 .355 4.493 <.001
H2a PGO ->ATT 216 .085 337 3.357 <.001
H2b PGO ->SN 181 .049 307 2.716 <.05
H2c PGO ->PBC .226 .083 .369 3.075 <.05
H3a PRO->ATT -.043 -.185 .092 617 537
H3b PRO ->SN .024 -117 .156 0.341 733
H3c PRO->PBC -.007 -.152 135 .096 924
H4  PGO ->INT -.009 -.084 .079 226 821
H5 PRO->INT .045 -.033 118 1.175 240

Note. ATT = attitude towards behavior; DUT = dutifulness; INT = behavioral intention; PBC = perceived behavioral
control; PGO = perceived goal orientation; PMMP = perceived middle management participation; PRO = perceived
rule orientation; SN = subjective norm.
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Figure 8
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Hypotheses

Hola: A positive attitude towards information security policy compliance will not lead to
a stronger intent to comply with the organization’s security policies.

Hila: A positive attitude towards information security policy compliance will lead to a
stronger intent to comply with the organization’s security policies.

For hypothesis H1a, t < 1.96, p > .05, and the confidence interval includes zero, all of
which indicate the result is not significant. Therefore, the null hypothesis Hola is not rejected.

Holb: A positive subjective norm about information security policy compliance will not
lead to positive security policy compliance behavioral intentions.

H11b: A positive subjective norm about information security policy compliance will lead
to positive security policy compliance behavioral intentions.

For H1b, the t-statistic is marginally greater than 1.96 (t = 1.969) and p = .049, placing

the result on acceptance threshold. However, the confidence interval includes zero (95% CI [-
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.003, .234]), which indicates the result is not significant. Therefore, the null hypothesis Holb is
not rejected.

Holc: Increased positivity related to control over information security policy compliance
will not lead to positive behavioral intentions regarding information security policy compliance
behaviors.

Hi1c: Increased positivity related to control over information security policy compliance
will lead to positive behavioral intentions regarding information security policy compliance
behaviors.

The t-statistic, p-value, and confidence intervals for H1c are significant. The path
coefficient B of .247 indicates a positive relationship between perceived behavioral control and
behavioral intentions. Therefore, the null hypothesis Holc is rejected.

Ho2a: Stronger perceived goal orientation as a cultural value does not lead to positive
attitudes towards information security policy compliance.

H12a: Stronger perceived goal orientation as a cultural value leads to positive attitudes
towards information security policy compliance.

The t-statistic, p-value, and confidence intervals for H2a are significant. The path
coefficient B = .216 indicates a positive relationship between perceived goal orientation and
positive attitudes towards compliance. Therefore, the null hypothesis Ho2a is rejected.

Ho2b: Stronger perceived goal orientation as a cultural value does not lead to positive
subjective norms regarding information security compliance behaviors.

H12b: Stronger perceived goal orientation as a cultural value leads to positive subjective

norms regarding information security compliance behaviors.

107

www.manaraa.com



The t-statistic, p-value, and confidence intervals for H2b are significant. The path
coefficient B =.181 indicates a positive relationship between perceived goal orientation and
subjective norms. Therefore, the null hypothesis Ho2b is rejected.

Ho2c: Stronger perceived goal orientation as a cultural value does not lead to increased
perceived behavioral control regarding security compliance behaviors.

H12c: Stronger perceived goal orientation as a cultural value does lead to increased
perceived behavioral control regarding compliance behaviors.

The t-statistic, p-value, and confidence intervals for H2c are significant. The path
coefficient B = .226 indicates a positive relationship between perceived goal orientation and
perceived behavioral control. Therefore, the null hypothesis Ho2c is rejected.

Ho3a: Stronger perceived rule orientation as a cultural value does not lead to positive
attitudes regarding information security compliance behaviors.

H13a: Stronger perceived rule orientation as a cultural value leads to positive attitudes
regarding information security compliance behaviors.

For hypothesis H3a, t < 1.96 (t = .617), p > .05 (p = .537), and the confidence interval
includes zero (CI [-.185, .092]), all of which indicate the result is not significant. Therefore, the
null hypothesis Ho3a is not rejected.

Ho3b: Stronger perceived rule orientation as a cultural value does not lead to positive
subjective norms regarding information security compliance behaviors.

H13b: Stronger perceived rule orientation as a cultural value leads to positive subjective

norms regarding information security compliance behaviors.

108

www.manaraa.com



For hypothesis H3b, the t < 1.96 (t = .341), p > .05 (p = .733), and the confidence interval
includes zero (CI [-.117, .156]), all of which indicate the result is not significant. Therefore, the
null hypothesis Ho3b is not rejected.

Ho3c: Stronger perceived rule orientation as a cultural value does not lead to positive
subjective norms regarding information security compliance behaviors.

H13c: Stronger perceived rule orientation as a cultural value leads to positive subjective
norms regarding information security compliance behaviors.

For hypothesis H3c, t < 1.96 (t = .096), p > .05 (p = .924), and the confidence interval
includes zero (CI [-.152, .135]), all of which indicate the result is not significant. Therefore, the
null hypothesis Ho3c is not rejected.

Ho4: Stronger perceived goal orientation as an organizational cultural value does not lead
to stronger information security policy compliance intentions.

H14: Stronger perceived goal orientation as an organizational cultural value leads to
stronger information security policy compliance intentions.

For hypothesis H4, t < 1.96 (t = .226), p > .05 (p = .821), and the confidence interval
includes zero (CI [-.084, .079]), all of which indicate the result is not significant. Therefore, the
null hypothesis Ho4 is not rejected.

Ho5: Stronger perceived rule orientation as an organizational cultural value does not lead
to stronger information security policy compliance intentions.

H15: Stronger perceived rule orientation as an organizational cultural value leads to

stronger information security policy compliance intentions.
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For hypothesis H5, t < 1.96 (t = 1.175), p > .05 (p =.240), and the confidence interval
includes zero (CI [-.033, .118]), all of which indicate the result is not significant. Therefore, the
null hypothesis Ho5 is not rejected.

Hoba: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to positive attitudes towards
information security policy compliance behaviors.

H16a: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to positive attitudes towards information
security policy compliance behaviors.

The t-statistic, p-value, and confidence intervals for H6a are significant. The path
coefficient B = .496 indicates a positive relationship between perceived middle management
participation and the attitude towards policy compliance behaviors. Therefore, the null
hypothesis Hoba is rejected.

Ho6b: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to positive subjective norms towards
information security policy compliance behaviors.

H16b: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to positive subjective norms towards
information security policy compliance behaviors.

The t-statistic, p-value, and confidence intervals for H6b are significant. The path

coefficient B = .498 indicates a positive relationship between perceived middle management
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participation in information security initiatives and subjective norms. Therefore, the null
hypothesis Ho6b is rejected.

Hobc: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to positive perceptions regarding
behavioral control over compliance with information security policies.

H16c: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to positive perceptions regarding
behavioral control over compliance with information security policies.

The t-statistic, p-value, and confidence intervals for H6c¢ are significant. The path
coefficient B = .488 indicates a positive relationship between perceived middle management
participation and perceived behavioral control. Therefore, the null hypothesis Ho6c is rejected.

Ho7a: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to a stronger perceived goal-
oriented organizational culture.

H17a: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to a stronger perceived goal-oriented
organizational culture.

The t-statistic, p-value, and confidence intervals for H7a are significant. The path
coefficient B = .466 indicates a positive relationship between middle management participation
in information security management and initiatives, leading to a stronger perceived goal-oriented

organizational culture. Therefore, the null hypothesis Ho7a is rejected.
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Ho7b: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives do not lead to a stronger perceived rule-oriented
organizational culture.

H17b: Positive perceptions regarding middle management/supervisor participation in
information security management and initiatives lead to a stronger perceived rule-oriented
organizational culture.

The t-statistic, p-value, and confidence intervals for H7b are significant. The path
coefficient B = .485 indicates a positive relationship between perceived middle management
participation in information security management and initiatives and the development of a rule-
oriented culture. Therefore, the null hypothesis Ho7b is rejected.

Figure 9
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As part of the research model, several variables were added as controls. These control
variables were considered to see if they played a role in influencing a participant’s behavioral
intentions (INT) towards complying with their organization’s information security policy.
Attributes including job type, age, gender, experience, education, and whether the company was
publicly or privately held were all examined. The results of the analysis are shown in Table 8.

Table 8

Control Variables

Control variables Path coefficient (B) Confidence interval t-statistic ~ p-value
2.50% 97.50%
Gender -> INT -.028 -.073 .018 1.194 233
Company status -> INT -.001 -.046 .043 .064 949
Experience -> INT .014 -.036 .057 .582 561
Age -> INT -.016 -.073 .049 496 620
Job type -> INT .053 -.059 121 1.101 271
Education -> INT .008 -.031 .068 .304 761

Note. INT = behavioral intention.

The results in Table 8 show that none of the control variables are statistically significant.
The t and p values fall outside the accepted significance thresholds, and the B values for all
variables are close to zero, indicating a very weak positive or negative relationship.

SmartPLS has the capability of reporting the model’s total effects on endogenous
variables. The report calculates all endogenous variables’ total direct and indirect effects, and

the results are shown in Table 9.
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Table 9

Total Effect on Endogenous Variables

Constructs Path coefficient (B) Confidence interval t-statistic p-value
2.5% 97.5%
INT
ATT -> INT 127 -.010 262 1.866 .062
SN -> INT 120 -.004 236 1.995 .046
PBC -> INT 247 135 354 4.466 <.001
PGO -> INT .095 .003 197 1.918 .055
PRO -> INT .040 -.058 132 847 397
PMMP -> INT .307 227 391 7.296 <.001
DUT -> INT 468 .338 599 6.975 <.001
ATT
PGO -> ATT 216 .085 337 3.343 <.001
PRO -> ATT -.043 -.179 .093 625 532
PMMP -> ATT 576 491 651 14.562 <.001
SN
PGO -> SN 181 .048 308 2.709 <.05
PMMP -> SN 593 510 .669 14.902 <.001
PRO -> SN .024 -.118 158 347 .729
PBC
PGO -> PBC 226 .080 370 3.090 <.05
PRO -> PBC -.007 -.157 139 .096 923
PMMP ->PBC 590 507 665 14.596 <.001
PGO
PMMP ->PGO 466 .380 541 11.130 <.001
PMMP -> PRO 485 395 563 11.400 <.001

Note. ATT = attitude towards behavior; DUT = dutifulness; INT = behavioral intention; PBC = perceived behavioral
control; PGO = perceived goal orientation; PMMP = perceived middle management participation; PRO = perceived

rule orientation; SN = subjective norm.

The total effects report does not alter the outcome of any of the tested hypotheses. It does

calculate the value of two additional effects: the direct effect of dutifulness (DUT -> INT) and

the indirect effect of perceived middle management participation on behavioral intentions

(PMMP -> INT). The path coefficient value for perceived middle management participation

effect on an individual’s behavioral intention is statistically significant at p <.001. The path
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coefficient value of B = .307 indicates a reasonably strong positive correlation between
perceived middle management participation and an individual’s security policy compliance
intentions. The other additional calculation is the effect of dutifulness on an individual’s
behavioral intentions. This path coefficient is also statistically significant at p < .001. The path
coefficient value of B = .468 indicates a strong positive correlation between an individual’s sense
of duty, described in the survey instrument conscientiousness, and their behavioral intentions
regarding security policy compliance.

Summary

This study explored the effects of perceived middle management participation and
organizational culture on an individual’s security policy compliance intentions. The research
questions and associated hypotheses informed the development of the research model, designed
to explore each construct’s role on an individual’s behavioral intentions. The survey instrument
used for the study was originally developed and validated by Hu et al. (2012), with the only
change made being the definition of management. A total of 420 responses were utilized for the
statistical analysis. The software package SmartPLS was used to validate the model’s quality
and analyze the participant responses. The model’s internal consistency, convergent and
discriminate validity, and predictive relevance were validated within established thresholds.

An evaluation of the path model and the relationships between the dependent and
independent variables showed that several hypotheses were supported, and several were not.
The path modeling showed that perceived middle management participation positively affects an
individual’s attitudes towards compliance, perceived behavioral control, and subjective norms.

The analysis also showed that perceived middle management participation positively affected the
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organizational culture elements of perceived goal orientation and perceived rule orientation. An
individual’s attitude towards compliance did not significantly affect their compliance intentions;
subjective norms also did not affect compliance intentions. However, this assessment is based
solely on the confidence intervals as, by any other measure, the null hypothesis would be
rejected.

Table 10

Summary Data Analysis for All Hypotheses

Hypothesis t-statistic p-value Supported?

RQ1

H6a PMMP ->ATT 7.945 <.001 Yes
H6b PMMP -> SN 7.853 <.001 Yes
H6c PMMP ->PBC 7.579 <.001 Yes
H7a PMMP ->PGO 11.342 <.001 Yes
H7b PMMP ->PRO 11.343 <.001 Yes
RQ2

Hla ATT->INT 1.835 .067 No
Hib SN ->INT 1.969 .049 No
Hic PBC->INT 4.493 <.001 Yes
H2a PGO ->ATT 3.357 <.001 Yes
H2b PGO ->SN 2.716 <.05 Yes
H2c PGO ->PBC 3.075 <.05 Yes
H3a PRO->ATT .617 537 No
H3b PRO ->SN 0.341 733 No
H3c PRO ->PBC .096 .924 No
H4  PGO ->INT .226 821 No
H5 PRO -> INT 1.175 .240 No

Note. ATT = attitude towards behavior; DUT = dutifulness; INT = behavioral intention; PBC = perceived behavioral
control; PGO = perceived goal orientation; PMMP = perceived middle management participation; PRO = perceived
rule orientation; SN = subjective norm.

An individual’s perceptions regarding their ability to influence or control behavior
(perceived behavioral control) affect their behavioral intentions. Perceived goal orientation,
which encompasses performance indicators, rationality, accomplishment, and reward (Van
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Muijen et al., 1999), positively affects an individual’s attitudes, perceived behavioral control,
and subject norms. Perceived rule orientation, which is hierarchical and emphasizes respect for
authority, the division of work, and procedural rationality (Van Muijen et al., 1999), did not
affect an individual’s compliance intentions.

This chapter explored the research model and hypotheses from a statistical analysis
perspective. The next chapter will explore the results in greater detail, the conclusions that can
be drawn from the results, what the results may mean from a practical perspective, and the

possibilities for future research to expand on this study.
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CHAPTER 5. DISCUSSION, IMPLICATIONS, RECOMMENDATIONS

The focus of Chapter 4 was the statistical analysis of the collected data. In Chapter 5, the
results of the research are discussed and explored in greater detail. The first section of this
chapter will summarize the results of the data analysis. The second section is a more in-depth
exploration and a discussion of the results and what they mean. The third section explores the
findings that can be drawn from the study’s results. This section is followed by a description of
the study’s limitations, implications for practice, and further research recommendations. The
chapter is closed with the study’s conclusion.

Summary of the Results

Background

The information security threat and risk environment are rapidly evolving, with
organizations becoming exposed to a greater risk of experiencing a cyber incident. Major
incidents, such as the Equifax breach that exposed the details of approximately 148 million
consumers (Zhang et al., 2018), have brought the issue into sharper focus for organizations and
the public. The increasing risk of cyber incidents has seen the information security market
expand considerably, with estimates of global investment equaling $93 billion in 2018 (Zhang et
al., 2018) and forecasts exceeding $124 billion in 2019 (Aitken, 2018). While investments in
technical countermeasures play a critical role, the individual user, or insider, is also an essential
element in an organization’s security management approach (Stewart & Jirjens, 2017).

Numerous research papers identify the security risks posed by internal users (Heartfield
& Loukas, 2018) due to their access to information and their ability to influence security

outcomes. To mitigate the risk posed by internal users, organizations have developed and
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implemented extensive security policy structures. Security policies have been cited as a critical
element of an organization’s information security management approach (Safa, Von Solms, &
Furnell, 2016). These policy structures describe acceptable and unacceptable behaviors and the
associated disciplinary consequences to positively influence user behaviors (Flowerday &
Tuyikeze, 2016). However, it has been noted that in some instances, employees will ignore or
deliberately attempt to circumvent security policies, despite their supposed importance and the
potentially negative personal and organizational consequences (D’Arcy & Lowry, 2019).

A substantial body of published research is based on cognitive-behavioral models
primarily focused on an individual’s behavioral responses (Lebek et al., 2014). Top
management’s role and its influence on an organization’s security culture is also well established
in the published literature (Barton et al., 2016). The aspect that has been somewhat overlooked
is how these elements interact. Numerous studies assume that an organization’s culture is top-
down and homogeneous (D’Arcy & Greene, 2014; Goo et al., 2014). The role of information
security sub-cultures has been identified as needing further investigation (Da Veiga & Martins,
2017).

Similarly, the relationship between an employee and their immediate manager in a
security context is also potentially influential if the possibility of micro or sub-cultures is
considered (Barton et al., 2016). A limited number of studies consider the role of supervisory
influences on employee ethical behaviors (Sguera et al., 2018). While studies examine
individual behaviors, management/supervisory influences, and organizational culture, these

elements’ net effect in a combination is still to be fully explored.
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Results

This study focused on answering two research questions:

1. “Does management/supervisor participation in information security positively influence
employee security policy compliance intentions?”

2. “Do organizational cultural values positively influence employee security policy
compliance intentions?”

Research Question 1 is supported by two hypotheses that examined perceptions regarding
middle management’s involvement in security management initiatives and middle management’s
contribution to the organization’s security culture. The hypotheses were tested using partial least
squares structural equation modeling. This method of analysis enables the significance and
relative strength of relationships to be measured. The results show that management/supervisor
participation does positively influence an individual’s compliance intentions. The t-statistic
values and associated path coefficients (B) for management participation were the most
significant in the model, with all associated null hypotheses rejected. Perceived middle
management participation positively affected an individual’s attitude towards a behavior, the
subjective norms, and perceived behavioral control. Perceived middle management participation
also positively affected the cultural elements of the perceived rule and perceived goal orientation.

Research Question 2 examined the role of organizational values and their influence on
employee compliance intentions. Organizational culture was examined through the lens of two
elements of the competing values framework: perceived goal and perceived rule orientation.
Perceived rule orientation is principally focused on formal authority. It is based on a hierarchical

power structure that is top-down and based on respect for authority, the rationality of procedures,
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and the division of work (Van Muijen et al., 1999). Perceived goal orientation has the principal
elements of rationality, accomplishment, performance indicators, accountability, and contingent
reward (Van Muijen et al., 1999).

The study results show that organizational cultural values positively influence employee
compliance intentions. However, the influence is limited to the perceived goal orientation
element of the cultural values framework. Perceived rule orientation had no significant effect on
an individual’s behavioral intentions. The t-statistic and p-values for all perceived rule
orientation hypotheses were not significant, and the associated path coefficients (B) were also
close to zero, indicating a minimal effect. In contrast, perceived goal orientation positively
affects an individual’s attitude towards a behavior, subjective norms, and perceived behavioral
control. Perceived goal orientation did not directly affect an individual’s behavioral intentions;
its influence is related to factors that influence predicted behaviors.

Discussion of the Results

Seven hypotheses supported the research questions focusing on the effect of management
participation and organizational culture. The seven hypotheses were tested using a model
initially developed by Hu et al. (2012), with the principle modification being the change to focus
on an individual’s immediate manager’s role.

The first hypothesis examined the primary constructs that comprise the theory of planned
behavior (Ajzen, 1985). The theory of planned behavior is well established in the published
literature, with the model having been extensively tested in numerous studies (D’Arcy & Lowry,
2019). The hypotheses examined the relationship of an individual’s attitude towards a behavior,

the effect of subjective norms, and an individual’s perceived behavioral control in the context of
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the intent to comply with their organization’s information security policies. The results showed
that an individual’s attitude and the subjective norms did not significantly affect behavioral
intentions; perceived behavioral control did have a positive effect. While this may appear to
raise questions regarding the applicability of the theory of planned behavior’s constructs, the
results do not necessarily support this perspective. The t-statistic and p-values for both the
attitude and subjective norms were very close to being statistically significant. In the case of
subjective norms, only the confidence intervals resulted in the null hypothesis not being rejected.

The second hypothesis examined an element of the organizational culture measure,
perceived goal orientation, on an individual’s attitude, subjective norms, and perceived
behavioral control. For all three constructs, perceived goal orientation had a statistically
significant positive effect. According to the competing values framework developed by Van
Muijen et al. (1999), the results indicate survey participants have a greater focus on their
accountabilities, and organizational goals, regarding security policy compliance intentions.

The third hypothesis examined the effect of the other organizational culture element,
perceived rule orientation, on an individual’s attitudes, subjective norms, and perceived
behavioral control. Perceived rule orientation did not have a statistically significant effect on
any of the three constructs. All had p-values above .50, with the highest t-statistic being .617,
well below the 1.96 needed to be considered significant. The results indicate a rule-driven, top-
down approach is unlikely to influence survey participants’ compliance intentions substantively.

The fourth hypothesis examined the direct effect of perceived goal orientation on an
individual’s behavioral intentions. The results show there is no substantive direct effect on an

individual’s behavioral intentions. This result was replicated for the fifth hypothesis, which
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examined the direct effect of perceived rule orientation on behavioral intentions. This result was
also not statistically significant, indicating that a top-down authoritative approach did not
resonate with the survey participants.

The sixth and seventh hypotheses focused on examining the effect of perceived middle
management participation. The sixth hypothesis examined the effect of perceived middle
management participation on attitudes towards a behavior, subjective norms, and perceived
behavioral control. The seventh hypothesis examined the effect of perceived middle
management participation on perceived goal and perceived rule orientation. These results were
the most significant, showing a strong relationship between middle management participation
and the other elements.

The relative strength of the effect of perceived middle management participation
indicates it is a factor in influencing an employee’s compliance behaviors. This perspective is
supported by the results of the total effect shown in Table 9. While the direct effect of perceived
middle management participation on an individual’s behavioral intentions was not the subject of
a specific hypothesis, the analysis results show the effect is substantial. In the context of the first
research question regarding the role of management/supervisor participation on an individual’s
security policy compliance intentions, the data in Table 9 shows a significant indirect effect (B =
.307,t=7.296, p <.001).

Another observation is the effect of dutifulness on an individual’s compliance intentions.
Included in the original study by Hu et al. (2012) as a control variable, the results in Table 9
show dutifulness has a statistically significant effect (B = .468, t = 6.975, p <.001) on behavioral

intentions. The survey instrument characterizes dutifulness as acting conscientiously. The
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survey questions inquired about the participant’s approach to the completion of tasks and their
reliability. Analogous to perceived goal orientation characteristics, assumptions can be drawn
regarding their perspectives regarding their responsibility and accountability. The results
indicate that an individual’s perceptions of their conscientiousness in approaching tasks
influences their security policy compliance intentions.

Conclusions Based on the Results

The initial conclusion that can be drawn is that middle management participation can
significantly influence an individual’s security policy compliance intentions. Previous studies by
Goo et al. (2014) and Dang-Pham et al. (2017a) identified the influential role of an individual’s
immediate manager as a behavioral reference and the role of interpersonal relationships at a local
level. An individual’s direct manager’s relative significance in information security initiatives
indicates that such participation has a tangible effect. It does not necessarily mean that such
intentions are misaligned or negative. It does suggest an immediate manager’s views and
behaviors are influential in shaping an employee’s behavioral intentions regarding complying
with the organization’s security policies.

A further inference that can be drawn from the results is related to the presence of
organizational micro-cultures. Prior studies by Barton et al. (2016) and Beautement et al. (2016)
discussed the assumed homogeneity of organizational cultures and the bottom-up instead of top-
down development of information security cultures. An individual’s immediate manager’s
influence aligns with the concept of localized security culture, particularly when considering the

potential hierarchical distance to a large organization’s top management structure.
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When considering the role of organizational culture, the relationship between perceived
goal and perceived rule orientation provided further insights into additional factors that
potentially motivate an individual’s behavioral intentions. Based on the premise of an external
hierarchical power structure, perceived rule orientation had no observable effect. Perceived goal
orientation, which is premised on individual accountabilities, did factor into an individual’s
responses. Supporting this position is the significance of an individual’s sense of duty reflected
in the results. The results indicate that an individual’s policy compliance intentions are
influenced more by their understanding of the organization’s goals and conscientiousness instead
of formalized procedures and rules. It does not mean security policies do not guide the
individual. Their willingness to follow such policies has a more significant relationship to their
perspectives and their alignment to its objectives. Previous studies by Connolly et al. (2017) and
Menard et al. (2017) have identified the positive effect of appealing to an individual’s intrinsic
motivations and how organizational solidarity creates greater awareness of organizational goals.
Other studies, such as the study by Warkentin, Johnston, Walden, et al. (2016) that examined
individual responses to fear appeals using functional magnetic resonance imaging, noted that
such appeals are not universally effective. The absence of a personal connection results in
diminished effectiveness.

The overall findings of the study were varied. There is strong support for the effect of
perceived middle management participation on security policy compliance intentions.
Organizational culture, specifically perceived goal orientation, positively affected the theory of
planned behavior constructs of attitude, subjective norms, and perceived behavioral control.

However, except for perceived behavioral control, this influence did not have a flow-through
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effect on an individual’s policy compliance intentions. Perceived rule orientation, or the
presence of a larger hierarchical and authority-based structure, also had no effect. In conjunction
with perceived behavioral control, an individual’s compliance intentions were directly influenced
by dutifulness and indirectly influenced by perceived middle management participation. The
results indicate an individual’s policy compliance intentions are primarily driven by their
immediate manager’s influence, in combination with their perceptions of behavioral control or
self-efficacy, and individual responsibility and accountability.

Limitations

By its nature, research is unavoidably subject to some limitations. This study was a
quantitative study based on individuals’ survey responses regarding their attitudes and behavioral
intentions. A limitation of the study is the absence of any confirmation regarding actual
behaviors. Actual behaviors may differ from stated behavioral intentions. In a paper reflecting
on the theory of planned behavior, Ajzen (2011) cited studies that showed intentions are not
always reliable predictors of actual behaviors, even over short periods. The absence of an
experimental or observational element is a limitation of this study.

Due to its inherent complexity, reliably measuring organizational culture remains a
challenge. In an earlier study, Hu et al. (2012) cite the complexities of measuring organizational
culture as any particular cultural measurement framework imposes its limitations. Chatman and
O’Reilly (2016) note that there is still no unified approach to understanding organizational
culture despite academics and practitioners’ level of interest. Alternative cultural measurement
models may yield different results. While this is a limitation, it may also be an avenue for future

research.
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The study was conducted entirely within the United States. While this may serve as a
reasonable indicator for western cultures, there is no guarantee that different cross-cultural
influences from other national cultures would produce similar results. Karyda (2017) noted
limited research on the effect of national cultures on information security culture and that more
research is needed to understand how national cultures influence individual security behaviors.
While limiting the study to organizations within the United States was a practical consideration,
it limits the understanding of national cross-cultural influences’ potential effect.

The final limitation of the study is the limited sample size. While the number of
responses exceeded the minimum number required by a reasonable margin, it is still limited
when considered against the potential population. Restricting the sample size was a question of
time, practicality, and cost. Future studies with larger sample sizes may reveal different results
and influences regarding factors that influence security policy compliance intentions.

Implications for Practice

This study has several implications regarding its applicability to practice. Information
security culture and policy compliance continue to be areas of interest for public and private
sector entities. Research outcomes that add to the overall body of knowledge regarding practical
approaches to encouraging positive employee security behaviors have more considerable
organizational benefits. Research outcomes also enable organizations to understand better how
to approach information security with their employees to make it both personally and
organizationally relevant.

The study identified the role played by an individual’s immediate manager in shaping

their attitudes and likely behaviors towards information security policy compliance. It was
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evident in the measured direct effects and the indirect effect on compliance intentions.
Appropriately engaged and mobilized, this cohort could be a significant asset in an
organization’s efforts to engage its employees and, consequentially, improve their overall
security posture. Prior research by Menard et al. (2017) based on fear appeals identified the
importance of making compliance efforts relevant to the individual. The study results suggest an
individual’s immediate manager’s inherent capacity to create this bridge, given the relationship’s
influential nature.

An individual’s manager’s influence is also related to improving the understanding of
how micro-cultures develop and the effect micro-cultures could have on information security
initiatives and management. D’Arcy and Greene (2014) noted that organizational culture is more
organic and localized in its development than being strictly top-down. Da Veiga and Martins
(2017) described the concept of a dominant organizational culture and the formation of
subcultures comprised of values shared by a smaller group of employees. Yazdanmehr and
Wang (2016) noted that social norms grounded in personal interactions could become personal
norms. These personal norms shape individual behaviors as they guide an individual’s
behavioral responses. A group dynamic that views information security from a positive
perspective is more likely to engender positive security behaviors. Again, the contribution of an
individual’s immediate management towards shaping a positive local security culture could be
substantial.

Another area with practical implications is the additional factors that motivate individual
compliance intentions. Menard et al. (2017) stated that a more effective approach to achieving

compliance was to appeal to an individual’s intrinsic motivations. In their recent study, Cram et
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al. (2019) found the elements with the most significant overall effect size on compliance
behaviors were centered on an individual’s values. The highest relevant factors in explaining an
individual’s intentions were their attitudes, personal beliefs, ethics, and normative beliefs; all
centered around their values (Cram et al., 2019). This perspective is supported in the study
results. Survey participants were more responsive to organizational culture aspects that focused
on rationality, accomplishment, and personal accountability. These results were additionally
supported by the data regarding the strength of the relationship between dutifulness and
compliance intentions. The practical implications are related to how an organization approaches
security policy compliance. The results suggest a security policy compliance approach based
primarily on enforcement and sanctions may have diminished effectiveness. Menard et al.
(2017) examined user motivations and the protection of information, identifying the potential
benefits of an alternative approach to stringent compliance. Menard et al. (2017) found
approaches that focus on an individual’s competence, autonomy, and relatedness, led to an
increased motivation to protect information. Developing a security policy approach focused on
engagement, making the outcomes relevant to the individual, and linking it to organizational
outcomes and personal accountabilities may be more effective. It does not suggest that other
models in the published literature are not relevant. Research such as that by Sommestad et al.
(2014) and Cram et al. (2019) has shown the understanding of compliance predictors is still
developing.

As a final consideration, organizations need to take a flexible, multifaceted approach to
security policy compliance efforts and adjust based on the observed results. Gcaza et al. (2017)

refer to information security culture as an ill-defined domain utilizing theories from other fields.
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There are no agreed criteria for what constitutes a cybersecurity culture. The published research
continues to evolve, and at this juncture, there is no single approach or methodology that
guarantees a positive outcome. Organizations need to consider strategies that fit their operating
context and acknowledge that a combination of factors is necessary for a comprehensive security
program.

Recommendations for Further Research

There are several opportunities for further research related to this study. The relationship
between an organization’s dominant culture, group sub-cultures, and the effect on information
security compliance is yet to be fully explored. The element of developing attitudes and
expectations towards corporate responsibility and information security is also an area of
opportunity. Employee expectations regarding issues such as management transparency and
social interactions, if and how these translate to subjective norms, and their effect on compliance
would better explain the role of an organization’s culture. It may be particularly relevant for the
newer generation of employees, where expectations potentially differ from later generations
(Cram et al., 2016).

Further research could adopt a longitudinal approach in conjunction with point-in-time
studies such as this research. Further research could also consider examining the effect of
interventions and practices. This study identified factors that potentially influence employee
compliance intentions. There is no subsequent stage that formulates possible approaches or
interventions and tests these against employee responses. Siponen and Baskerville (2018)
identified a shortfall in the application of information systems research. Studies identify

applicable theories and describe results; however, the next step of translation to practice is
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missing. It leaves practitioners in a position where they cannot ascertain whether research
outcomes are in practice, improving current industry practices (Siponen & Baskerville, 2018).

This study was focused on the United States, and while this may represent Western
cultural responses, it does not address the possible effect of cross-cultural influences. Some
information security compliance studies have been conducted in Asian population centers, but
there is a significant gap when considering the global population (Crossler et al., 2013). Further
research could expand the scope of national cultures included in studies to ascertain whether
different national cultural influences affect employee compliance.

This study’s sample population comprised individuals with no management
responsibilities and no relationship to their organization’s information technology or security
groups. Further research could alter the sample population to assess the relationship between
middle management and top management and its influence on security compliance. Another
aspect regarding a potential sample population is the attitudes of contract or ‘gig’ workers to
information security. The rapid restructuring of the labor market and the expanding reliance on
contract resources essentially make these works insiders with access to potentially sensitive
information (Churchill et al., 2019; Sharma & Warkentin, 2018). Understanding how this cohort
views information security, given the lack of any firm connection to a single organization, and
the associated cultural influences, may further insights into their intrinsic motivations.

Conclusion

After more than three decades of information security research, understanding security

policy compliance is still evolving. There is no consensus regarding the factors that drive

information security policy compliance and the role played by organizational culture (Connolly
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etal., 2017; Cram et al., 2019; Sommestad et al., 2014). This study contributes to the body of
knowledge regarding security policy compliance by examining the relationship between middle
management participation, organizational culture, and security policy compliance intentions.

This study utilized a quantitative, non-experimental approach based on the theory of
planned behavior and elements of the competing values framework that were most relevant to the
area of inquiry. The survey instrument originally developed and validated by Hu et al. (2012)
incorporated measures that enabled the relationship between middle management participation,
organizational culture, and security policy compliance intentions to be examined. The study
found a significant positive relationship between middle management participation and an
individual’s security policy compliance intentions. Consistent with the theory of planned
behavior constructs, perceived middle management participation directly affected an individual’s
behavioral attitudes, subjective norms, and perceived behavioral control. Perceived middle
management participation also had a significant and positive indirect effect on an individual’s
compliance intentions.

The study also found the organizational culture elements of perceived goal and perceived
rule orientation did not significantly affect an individual’s policy compliance intentions.
Perceived goal orientation did have a positive indirect effect on an individual’s sense of
perceived behavioral control described by the theory of planned behavior. Dutifulness also had a
significant positive relationship with compliance intentions. The measurement of organizational
culture is a complex undertaking (Chatman & O’Reilly, 2016), and the use of a different

measurement framework may provide further clarity in a future study.
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The study confirmed that middle management participation is positively correlated with
an individual’s security policy compliance intentions from a broader perspective. The study also
identified that compliance intentions were influenced by personal accountability and
conscientiousness related to an individual’s inherent values. The absence of a significant
relationship with the hierarchical authority aspect of organizational culture provides further
context regarding an individual’s intrinsic motivation regarding policy compliance.

The practical implications of the study’s findings indicate that adopting a hierarchical,
authoritative approach to security policy compliance based primarily on the application of
sanctions will be less effective than one that engages the individual. Articulating an
organizational value proposition, making it personally relevant, and connecting it to an
individual’s contribution to the overall outcome may have a higher likelihood of success for
compliance initiatives.

Questions are arising from this study that would benefit from further research. While
some studies have positively linked organizational culture to security outcomes, other studies,
including this one, have identified the relationship between organizational culture and
information security as being unclear. The contribution of middle management was significant,
but further research is needed to validate this finding. Overall, further research is required to
enhance the understanding of policy compliance predictors and understand how this knowledge

can be practically applied to improve information security outcomes.
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APPENDIX A. SURVEY INSTRUMENT

Note: References to senior managers in questions 1-3 means your immediate

manager or supervisor.

Please indicate the extent to which you agree with the following statements: 1-Strongly

Disagree, 3-Neutral, 5-Strongly Agree

1.

10.
11.

12.

13.
14.
15.
16.
17.
18.

(PMP1) Senior managers of our company have articulated a clear vision about
information security.

(PMP2) Senior managers of our company have formulated a clear strategy for achieving
a high degree of information security.

(PMP3) Senior managers of our company have established clear goals and objectives for
achieving a high degree of information security.

(ATTTI) I believe that it is beneficial for an organization to establish clear information
security policies, practices, and technologies.

(ATT2) | believe that it is useful to for an organization to enforce its information security
policies, practices, and technologies.

(ATT3) I believe that it is a good idea for an organization to establish clear information
security policies, practices, and technologies.

(SN1) People who are influential to me would think that I should follow the policies and
procedures and use the security technologies.

(SN2) People who are important to me would think that I should follow the policies and
procedures and use the security technologies.

(SN3) People whom I respect would think that | should follow the policies and
procedures and use the security technologies.

(PBC1) I am able to follow the policies and procedures and use the security technologies.
(PBC2) I have the resources and knowledge to follow the policies and procedures and use
the security technologies.

(PBC3) I have adequate training and skills to follow the policies and procedures and use
the security technologies.

(INT12) I intend to follow the information security policies and practices at work.

(INT2) I intend to use the information security technologies at work.

(INT3) I intend to use common sense on good information security practices at work.
(DUTL) I try to perform all the tasks assigned to me conscientiously.

(DUT5) When I make a commitment, | can always be counted on to follow through.
(DUTT7) I try to do jobs carefully, so they won’t have to be done again.
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Please answer the questions based on your observation of the whole company: How

often .... 1- Never, 3 — Often, 5 — Always

19. (PRO1) Are instructions written down?

20. (PRO2) Are jobs performed according to defined procedures?
21. (PRO3) Do the management follow the rules themselves?

22. (PGO2) Do management specify the targets to be attained?
23. (PGO3) Is it clear how performance will be evaluated?

Note. Adapted from “Managing compliance with information security policies: The critical role of top management
and organizational culture” by Q. Hu, T. Dinev, P. Hart, and D. Cooke, 2012, Journal of Decision Sciences, 43(4), p.
657. Copyright 2012 by Journal of Decision Sciences. Adapted with permission.
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